
IN THE COMMONWEALTH COURT OF PENNSYLVANIA 
HARRISBURG, PENNSYLVANIA 

 
In re:  The Matter of the 2016 Presidential Election:  Docket No: 
           : ELECTION MATTER 
 

CLASS II ELECTION CONTEST PURSUANT TO 25 P.S. § 3291 AND § 3351 
 
AND NOW, come Petitioners, One Hundred (100) or more registered voters of the 

Commonwealth of Pennsylvania, by and through their counsel, Lawrence M. Otter, Esquire, and 

file the within Petition and, in support thereof, aver as follows: 

1. Jurisdiction of this Court is founded upon 25 P.S. § 3351, wherein One Hundred (100) or 

more registered voters of the Commonwealth of Pennsylvania have verified this petition. 

2.  The Petitioners herein are duly-registered electors and voters in the Commonwealth 

numbering more than 100, and whose names, addresses and voting precincts are included 

within their individual verifications attached hereto.  Each of the Petitioners voted in their 

assigned district in the election on November 8, 2016. 

3. Upon information and belief, Petitioners believe that there is a legitimate and good faith 

basis to contest the Presidential Election in the Commonwealth, based upon the findings 

of Alex Halderman, a leading national expert in computer science and voting systems, 

See: Exhibit A attached hereto and incorporated herein, and the findings and outcomes 

of the recounts expected to occur over the next days. 

4. Pennsylvania law requires that any Petition to Contest an election be filed within twenty 

(20) days after the election.  25 P.S. § 3456.  Today being the twentieth day after the 

Presidential election, Petitioners file this Petition to Contest to protect their right to 

substantively contest the 2016 Presidential Election, should the findings and outcome of 
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the recounts so warrant.  This Petition to Contest is filed protectively; Petitioners request 

that it be held in abeyance pending the findings and outcome of the recounts.   

5. To the best of Petitioners’ knowledge and belief, the 2016 Presidential Election was 

illegal and the return thereof was not correct.  

6. The basis for Petitioners’ belief that the 2016 Presidential Election was illegal  

is: (i) the affidavit of Alex Halderman, which is annexed hereto as Exhibit A, and which 

outlines the vulnerabilities of the electronic voting systems used within the 

Commonwealth to interference or hacking; (ii) public reports of computer hacking aimed 

at the Democratic National Committee (DNC) and the election systems in Illinois and 

Arizona; and (iii) the discontinuity between pre-election polls and the result as reported 

by the media.  According to published reports, the computer intrusions of the DNC and 

other election-related sites originated with a foreign government. 

7. Based on the foregoing, Petitioners have grave concerns about the integrity of electronic 

voting machines used in their districts.  See Ex. A (attached). 

8. Further evidence supportive of Petitioners’ concern may emerge from the recounts being 

requested across the Commonwealth today and in other states.  In fact, a primary purpose 

of the recounts now being requested, Petitioners believe, is or should be to determine if 

computer intrusions or hacking of electronic election systems impacted the results in the 

2016 Presidential Election.  Petitioners request that this Court hold this Petition in 

abeyance pending the outcome and findings of the recounts.  Petitioners do not wish the 

Court or other affected parties to expend resources in the absence of a full record of what 

occurred, which record can only be available after the recounts are completed.  In the 

event that the recounts in Pennsylvania and elsewhere yield no additional proof that the 
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2016 Presidential Election was illegal and the return was not correct, Petitioners may 

withdraw this Petition to Contest.  

WHEREFORE, the Petitioners hereby request the following relief: 

1. Leave be granted to Petitioners to amend this Petition and supplement the 

record pursuant to 25 P.S. § 3456 ,  pending the outcomes and findings of 

the recounts in various precincts in several counties throughout the 

Commonwealth; and  

2. Pursuant to 25 P.S. § 3459, Bond in this matter be set at $25,000.00 by 

surety or cash. 

3. The Court grant all such other relief as may be just and proper, including a 

full recount of the 2016 Presidential Election in all counties in the 

Commonwealth to determine the true winner of that Election. 

Respectfully submitted, 
 
      /s/ LAWRENCE M. OTTER, ESQ. 
      __________________________ 
      LAWRENCE M. OTTER, ESQUIRE 
      ATTORNEY FOR PETITIONERS 
      PA ATTORNEY ID  31383 
      PO Box 575 
      SILVERDALE, PA 18901 
      267-261-2984 
      Email: larryotter@hotmail.com 
 
Date:  November 28, 2016 

Harrisburg, Pennsylvania                                                                   
 

Of counsel:   
Emery Celli Brinckerhoff & Abady LLP 
600 Fifth Avenue 
New York NY 10019 
212-763-5000 
by: Andrew G. Celli, Jr.* 
 Ilann M. Maazel* 
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 Alison Frick* 
 Douglas Lieb* 
 
* pro hac vice pending 
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VERIFICATION 

I hereby depose and say that the statements in the foregoing CLASS II ELECTION CONTEST 

PURSUANT TO 25 P.S § 3291 AND § 3351 are true and correct to the best of my knowledge, 

information and belief.  I voted in the 2016 Presidential Election in Pennsylvania.  I understand 

that this statement is made subject to the penalties of 18 Pa. C. S. Sec 4904 relating to unsworn 

falsification to authorities. 

 
      /s/ Lawrence M. Otter 
     ______________________________ 
     Lawrence M. Otter 
     Hilltown Twp.,  

Blooming Glen 3 
Bucks County, PA 18944 

 
 



 
 
 
 

EXHIBIT A 













 

 

 

Exhibit A 

  



J. Alex Halderman
Professor, Computer Science and Engineering
University of Michigan

 Hayward Street
Ann Arbor,mi  usa

(mobile ) +   
jhalderm@eecs.umich.edu

November ,  J.AlexHalderman.com

Research Overview
My research focuses on computer security and privacy, with an emphasis on problems that
broadly impact society and public policy. Topics that interest me include software security,
network security, data privacy, anonymity, surveillance, electronic voting, censorship resistance,
digital rights management, computer forensics, ethics, and cybercrime. I’m also interested in
the interaction of technology with law, regulatory policy, and international affairs.

Selected Projects

’: Let’s Encrypt HTTPS certificate authority
’: Weak Diffie-Hellman and the Logjam attack
’: Understanding Heartbleed’s aftermath
’: Security problems in full-body scanners
’: Analysis of Estonia’s Internet voting system
’: ZMap Internet-wide network scanner
’: Widespread weak keys in network devices
’: Anticensorship in the network infrastructure
’: Hacking Washington D.C.’s Internet voting

’: Vulnerabilities in India’s e-voting machines
’: Reshaping developers’ security incentives
’: Analysis of China’s Green Dam censorware
’: Fingerprinting paper with desktop scanners
’: Cold-boot attacks on encryption keys
’: California’s “top-to-bottom” e-voting review
’: Machine-assisted election auditing
’: The Sony rootkit: DRM’s harmful side effects
’: Analysis of MediaMax “shift key” DRM

Positions
– University of Michigan, Ann Arbor, MI
Department of Electrical Engineering and Computer Science,
Computer Science and Engineering Division

Professor . . . (–present)
Associate Professor . . . (–)
Assistant Professor . . . (–)

Director, Center for Computer Security and Society (–present)

Education
– Ph.D. in Computer Science, Princeton University, June 
Advisor: Ed Felten
Thesis: Investigating Security Failures and their Causes: An Analytic Approach to Computer Security
Doctoral committee: Andrew Appel, Adam Finkelstein, Brian Kernighan, Avi Rubin

– M.A. in Computer Science, Princeton University, June 

– A.B. in Computer Science, summa cum laude, Princeton University, June 





Honors and Awards

– Pwnie Award in the category of “Best Cryptographic Attack”
for “DROWN: Breaking TLS using SSLv,” Black Hat 

– Finalist for  Facebook Internet Defense Prize
for “DROWN: Breaking TLS using SSLv”

– Named one of Popular Science’s “Brilliant ” () (“each year Popular Science honors the
brightest young minds reshaping science, engineering, and the world”)

– Best Paper Award of the nd ACM Conference on Computer and Communications Security
for “Imperfect Forward Secrecy: How Diffie-Hellman Fails in Practice” ()

– Pwnie Award in the category of “Most Innovative Research”
for “Imperfect Forward Secrecy: How Diffie-Hellman Fails in Practice,” Black Hat 

– IRTF Applied Networking Research Prize for “Neither Snow Nor Rain Nor MITM. . .An Empiri-
cal Analysis of Email Delivery Security” ()

– Alfred P. Sloan Research Fellowship ()

– University of Michigan College of Engineering E Award () (“recognizes an outstanding
teacher in both elementary and advanced courses, an understanding counselor of students who seek
guidance in their choice of a career, a contributor to the educational growth of his/her College, and a
teacher whose scholarly integrity pervades his/her service and the profession of Engineering”)

– Morris Wellman Faculty Development Assistant Professorship ()
(“awarded to a junior faculty member to recognize outstanding contributions to teaching and research”)

– Best Paper Award of the th ACM Internet Measurement Conference
for “The Matter of Heartbleed” ()

– Best Paper Award of the st USENIX Security Symposium
for “Mining Your Ps and Qs: Detection of Widespread Weak Keys in Network Devices” ()

– Runner-up for  PET Award for Outstanding Research in Privacy Enhancing Technologies
for “Telex: Anticensorship in the Network Infrastructure” ()

– John Gideon Memorial Award from the Election Verification Network
for contributions to election verification ()

– Best Student Paper of the th USENIX Security Symposium
for “Lest We Remember: Cold Boot Attacks on Encryption Keys” ()

– Pwnie Award in the category of “Most Innovative Research”
for “Lest We Remember: Cold Boot Attacks on Encryption Keys,” Black Hat 

– Charlotte Elizabeth Procter Honorific Fellowship, Princeton University ()
(“awarded in recognition of outstanding performance and professional promise, and represents high
commendation from the Graduate School”)

– National Science Foundation Graduate Research Fellowship (–)





– Best Paper Award of the th International Conference on D Web Technology
for “Early Experiences with a D Model Search Engine” ()

– Princeton Computer Science Department Senior Award ()

– Accenture Prize in Computer Science, Princeton University ()

– Martin A. Dale Summer Award, Princeton University ()

– USA Computing Olympiad National Finalist ( and )

Refereed Conference Publications

[] The Security Impact of HTTPS Interception
Zakir Durumeric, Zane Ma, Drew Springall, Richard Barnes, Nick Sullivan, Elie Bursztein,
Michael Bailey, J. A. Halderman, and Vern Paxson
To appear in Proc. th Network and Distributed Systems Symposium (NDSS), February .
Acceptance rate: %, /.

[] Measuring Small Subgroup Attacks Against Diffie-Hellman
Luke Valenta, David Adrian, Antonio Sanso, Shaanan Cohney, Joshua Fried, Marcella Hastings,
J. A. Halderman, and Nadia Heninger
To appear in Proc. th Network and Distributed Systems Symposium (NDSS), February .
Acceptance rate: %, /.

[] An Internet-Wide View of ICS Devices
Ariana Mirian, Zane Ma, David Adrian, Matthew Tischer, Thasphon Chuenchujit, Tim Yardley,
Robin Berthier, Josh Mason, Zakir Durumeric, J. A. Halderman and Michael Bailey
To appear in Proc. th IEEE Conference on Privacy, Security, and Trust (PST), December .

[] Implementing Attestable Kiosks
Matthew Bernhard, J. A. Halderman, and Gabe Stocco
To appear in Proc. th IEEE Conference on Privacy, Security, and Trust (PST), December .

[] Measuring the Security Harm of TLS Crypto Shortcuts
Drew Springall, Zakir Durumeric, and J. A. Halderman
To appear in Proc. th ACM Internet Measurement Conference (IMC), Santa Monica, Nov. .
Acceptance rate: %, /.

[] Towards a Complete View of the Certificate Ecosystem
Benjamin VanderSloot, Johanna Amann, Matthew Bernhard, Zakir Durumeric, Michael Bailey,
and J. A. Halderman
To appear in Proc. th ACM Internet Measurement Conference (IMC), Santa Monica, Nov. .
Acceptance rate: %, /.





[] DROWN: Breaking TLS using SSLv
Nimrod Aviram, Sebastian Schinzel, Juraj Somorovsky, Nadia Heninger, Maik Dankel, Jens
Steube, Luke Valenta, David Adrian, J. A. Halderman, Viktor Dukhovni, Emilia Käsper,
Shaanan Cohney, Susanne Engels, Christof Paar, and Yuval Shavitt
Proc. th USENIX Security Symposium, Austin, TX, August .
Acceptance rate: %, /.
Tied for highest ranked submission.
Pwnie award for best cryptographic attack.
Facebook Internet Defense Prize finalist.

[] FTP: The Forgotten Cloud
Drew Springall, Zakir Durumeric, and J. A. Halderman
Proc. th IEEE/IFIP International Conference on Dependable Systems and Networks (DSN),
Toulouse, June .
Acceptance rate: %, /.

[] Android UI Deception Revisited: Attacks and Defenses
Earlence Fernandes, Qi Alfred Chen, Justin Paupore, Georg Essl, J. A. Halderman, Z. Morley
Mao, and Atul Prakash
Proc. th International Conference on Financial Cryptography and Data Security (FC), Barbados,
February .

[] Imperfect Forward Secrecy: How Diffie-Hellman Fails in Practice
David Adrian, Karthikeyan Bhargavan, Zakir Durumeric, Pierrick Gaudry, Matthew Green,
J. A. Halderman, Nadia Heninger, Drew Springall, Emmanuel Thomé, Luke Valenta, Benjamin
VanderSloot, Eric Wustrow, Santiago Zanella-Béguelin, and Paul Zimmermann
Proc. nd ACM Conference on Computer and Communications Security (CCS), Denver, CO,
October .
Acceptance rate: %, /.
Best paper award. Perfect review score.
Pwnie award for most innovative research.

[] Censys: A Search Engine Backed by Internet-Wide Scanning
Zakir Durumeric, David Adrian, Ariana Mirian, Michael Bailey, and J. A. Halderman
Proc. nd ACM Conference on Computer and Communications Security (CCS), Denver, CO,
October .
Acceptance rate: %, /.

[] Neither Snow Nor Rain Nor MITM. . .An Empirical Analysis of Email Delivery Security
Zakir Durumeric, David Adrian, Ariana Mirian, James Kasten, Elie Bursztein, Nicholas
Lidzborski, Kurt Thomas, Vijay Eranti, Michael Bailey, and J. A. Halderman
Proc. th ACM Internet Measurement Conference (IMC), Tokyo, October .
Acceptance rate: %, /.
IRTF Applied Networking Research Prize winner.





[] The New South Wales iVote System:
Security Failures and Verification Flaws in a Live Online Election
J. A. Halderman and Vanessa Teague
Proc. th International Conference on E-Voting and Identity (VoteID), Bern, Switzerland, Septem-
ber .

[] The Matter of Heartbleed
Zakir Durumeric, Frank Li, James Kasten, Johanna Amann, Jethro Beekman, Mathias Payer,
Nicolas Weaver, David Adrian, Vern Paxson, Michael Bailey, and J. A. Halderman
Proc. th ACM Internet Measurement Conference (IMC), November .
Acceptance rate: %, /
Best paper award.
Honorable mention for Best dataset award.

[] Security Analysis of the Estonian Internet Voting System
Drew Springall, Travis Finkenauer, Zakir Durumeric, Jason Kitcat, Harri Hursti, Margaret
MacAlpine, and J. A. Halderman
Proc. st ACM Conference on Computer and Communications Security (CCS), Scottsdale, AZ,
November .
Acceptance rate: %, /.
Highest ranked submission.

[] Efficiently Auditing Multi-Level Elections
Joshua A. Kroll, Edward W. Felten, and J. A. Halderman
Proc. th International Conference on Electronic Voting (EVOTE), Lochau, Austria, October .

[] Security Analysis of a Full-Body Scanner
Keaton Mowery, Eric Wustrow, TomWypych, Corey Singleton, Chris Comfort, Eric Rescorla,
Stephen Checkoway, J. A. Halderman, and Hovav Shacham
Proc. rd USENIX Security Symposium, San Diego, CA, August .
Acceptance rate: %, /.

[] TapDance: End-to-Middle Anticensorship without Flow Blocking
Eric Wustrow, Colleen Swanson, and J. A. Halderman
Proc. rd USENIX Security Symposium, San Diego, CA, August .
Acceptance rate: %, /.

[] An Internet-Wide View of Internet-Wide Scanning
Zakir Durumeric, Michael Bailey, and J. A. Halderman
Proc. rd USENIX Security Symposium, San Diego, CA, August .
Acceptance rate: %, /.

[] Elliptic Curve Cryptography in Practice
Joppe W. Bos, J. A. Halderman, Nadia Heninger, Jonathan Moore, Michael Naehrig, and Eric
Wustrow
Proc. th Intl. Conference on Financial Cryptography and Data Security (FC), March .
Acceptance rate: %, /.





[] Outsmarting Proctors with Smartwatches: A Case Study on Wearable Computing Security
Alex Migicovsky, Zakir Durumeric, Jeff Ringenberg, and J. A. Halderman
Proc. th Intl. Conference on Financial Cryptography and Data Security (FC), March .
Acceptance rate: %, /.

[] Analysis of the HTTPS Certificate Ecosystem
Zakir Durumeric, James Kasten, Michael Bailey, and J. A. Halderman
Proc. th ACM Internet Measurement Conference (IMC), Barcelona, Spain, October .
Acceptance rate: %, /.

[] ZMap: Fast Internet-Wide Scanning and its Security Applications
Zakir Durumeric, Eric Wustrow, and J. A. Halderman
Proc. nd USENIX Security Symposium, Washington, D.C., August .
Acceptance rate: %, /.

[] CAge: Taming Certificate Authorities by Inferring Restricted Scopes
James Kasten, Eric Wustrow, and J. A. Halderman
Proc. th Intl. Conference on Financial Cryptography and Data Security (FC), April .

[] Mining Your Ps and Qs: Detection of Widespread Weak Keys in Network Devices
Nadia Heninger, Zakir Durumeric, Eric Wustrow, and J. A. Halderman
Proc. st USENIX Security Symposium, pages –, Bellevue, WA, August .
Acceptance rate: %, /.
Best paper award.
Named one of Computing Reviews’ Notable Computing Books and Articles of .

[] Attacking the Washington, D.C. Internet Voting System
Scott Wolchok, Eric Wustrow, Dawn Isabel, and J. A. Halderman
In Angelos D. Keromytis, editor, Financial Cryptography and Data Security (FC), volume  of
Lecture Notes in Computer Science, pages –. Springer, .
Acceptance rate: %, /.
Election Verification Network John Gideon Memorial Award.

[] Telex: Anticensorship in the Network Infrastructure
Eric Wustrow, Scott Wolchok, Ian Goldberg, and J. A. Halderman
Proc. th USENIX Security Symposium, pages –, San Francisco, CA, August .
Acceptance rate: %, /.
Runner-up for  PET Award for Outstanding Research in Privacy Enhancing Technologies.

[] Internet Censorship in China: Where Does the Filtering Occur?
Xueyang Xu, Z. Morley Mao, and J. A. Halderman
In Neil Spring and George F. Riley, editors, Passive and Active Measurement, volume  of
Lecture Notes in Computer Science, pages –. Springer, .
Acceptance rate: %, /.





[] Absolute Pwnage: Security Risks of Remote Administration Tools
Jay Novak, Jonathan Stribley, Kenneth Meagher, and J. A. Halderman
In George Danezis, editor, Financial Cryptography and Data Security (FC), volume  of Lecture
Notes in Computer Science, pages –. Springer, .
Acceptance rate: %, /.

[] Security Analysis of India’s Electronic Voting Machines
Scott Wolchok, Eric Wustrow, J. A. Halderman, Hari K. Prasad, Arun Kankipati, Sai Krishna
Sakhamuri, Vasavya Yagati, and Rop Gonggrijp
Proc. th ACM Conference on Computer and Communications Security (CCS), pages –. ACM,
Chicago, IL, October .
Acceptance rate: %, /.
Highest ranked submission.

[] Sketcha: A Captcha Based on Line Drawings of DModels
Steve Ross, J. A. Halderman, and Adam Finkelstein
Proc. th International World Wide Web Conference (WWW), pages –. ACM, Raleigh, NC,
April .
Acceptance rate: %, /.

[] Defeating Vanish with Low-Cost Sybil Attacks Against Large DHTs
Scott Wolchok, Owen S. Hofmann, Nadia Heninger, Edward W. Felten, J. A. Halderman,
Christopher J. Rossbach, Brent Waters, and Emmett Witchel
In Proc. th Network and Distributed System Security Symposium (NDSS). Internet Society, San
Diego, CA, February–March .
Acceptance rate: %, /.

[] Fingerprinting Blank Paper Using Commodity Scanners
William Clarkson, Tim Weyrich, Adam Finkelstein, Nadia Heninger, J. A. Halderman, and
Edward W. Felten
IEEE Symposium on Security and Privacy (Oakland), pages –. IEEE, May .
Acceptance rate: %, /.

[] Lest We Remember: Cold-Boot Attacks on Encryption Keys
J. A. Halderman, Seth D. Schoen, Nadia Heninger, William Clarkson, William Paul, Joseph A.
Calandrino, Ariel J. Feldman, Jacob Appelbaum, and Edward W. Felten
Proc. th USENIX Security Symposium, pages –, San Jose, CA, July .
Acceptance rate: %, /.
Best student paper award.
Pwnie award for most innovative research.

[] Harvesting Verifiable Challenges from Oblivious Online Sources
J. A. Halderman and Brent Waters
Proc. th ACM Conference on Computer and Communications Security (CCS), pages –.
ACM, Washington, D.C., October .
Acceptance rate: %, /.





[] Lessons from the Sony CD DRM Episode
J. A. Halderman and Edward W. Felten
Proc. th USENIX Security Symposium, pages –, Vancouver, BC, August .
Acceptance rate: %, /.

[] A Convenient Method for Securely Managing Passwords
J. A. Halderman, Brent Waters, and Edward W. Felten
Proc. th International World Wide Web Conference (WWW), pages –. ACM, Chiba, Japan,
May .
Acceptance rate: %, /.

[] New Client Puzzle Outsourcing Techniques for DoS Resistance
Brent Waters, Ari Juels, J. A. Halderman, and Edward W. Felten
Proc. th ACM Conference on Computer and Communications Security (CCS), pages –.
ACM, Washington, D.C., October .
Acceptance rate: %, /.

[] Early Experiences with a DModel Search Engine
Patrick Min, J. A. Halderman, Michael Kazhdan, and Thomas Funkhouser
Proc. th International Conference on DWeb Technology (WebD), pages –. ACM, Saint Malo,
France, March .
Best paper award.

Book Chapters

[] Practical Attacks on Real-world E-voting
J. A. Halderman
In Feng Hao and Peter Y. A. Ryan (Eds.), Real-World Electronic Voting: Design, Analysis and
Deployment, pages –, CRC Press, .

Journal Publications

[] Lest We Remember: Cold-Boot Attacks on Encryption Keys
J. A. Halderman, Seth D. Schoen, Nadia Heninger, William Clarkson, William Paul, Joseph A.
Calandrino, Ariel J. Feldman, Jacob Appelbaum, and Edward W. Felten
Communications of the ACM, ():–, .

[] A Search Engine for DModels
Thomas Funkhouser, Patrick Min, Michael Kazhdan, Joyce Chen, J. A. Halderman, David P.
Dobkin, and David Jacobs
ACM Transactions on Graphics (TOG), ():–, .





Refereed Workshop Publications
[] Content-Based Security for the Web

Alexander Afanasyev, J. A. Halderman, Scott Ruoti, Kent Seamons, Yingdi Yu, Daniel Zappala,
and Lixia Zhang
Proc.  New Security Paradigms Workshop (NSPW), September .

[] Umbra: Embedded Web Security through Application-Layer Firewalls
Travis Finkenauer and J. A. Halderman
Proc. st Workshop on the Security of Cyberphysical Systems (WOS-CPS), Vienna, Austria, Septem-
ber .

[] Replication Prohibited: Attacking Restricted Keyways with D Printing
Ben Burgess, Eric Wustrow, and J. A. Halderman
Proc. th USENIX Workshop on Offensive Technologies (WOOT), Washington, DC, August .

[] Green Lights Forever: Analyzing the Security of Traffic Infrastructure
Branden Ghena, William Beyer, Allen Hillaker, Jonathan Pevarnek, and J. A. Halderman
Proc. th USENIX Workshop on Offensive Technologies (WOOT), San Diego, CA, August .

[] Zippier ZMap: Internet-Wide Scanning at Gbps
David Adrian, Zakir Durumeric, Gulshan Singh, and J. A. Halderman
Proc. th USENIX Workshop on Offensive Technologies (WOOT), San Diego, CA, August .

[] Internet Censorship in Iran: A First Look
Simurgh Aryan, Homa Aryan, and J. A. Halderman
Proc. rd USENIX Workshop on Free and Open Communications on the Internet (FOCI), Washing-
ton, D.C., August .

[] Illuminating the Security Issues Surrounding Lights-Out Server Management
Anthony Bonkoski, Russ Bielawski, and J. A. Halderman
Proc. th USENIX Workshop on Offensive Technologies (WOOT), Washington, D.C., August .

[] Crawling BitTorrent DHTs for Fun and Profit
Scott Wolchok and J. A. Halderman
Proc. th USENIX Workshop on Offensive Technologies (WOOT), Washington, D.C., August .

[] Can DREs Provide Long-Lasting Security?
The Case of Return-Oriented Programming and the AVC Advantage
Steve Checkoway, Ariel J. Feldman, Brian Kantor, J. A. Halderman, Edward W. Felten, and
Hovav Shacham
Proc.  USENIX/ACCURATE/IAVoSS Electronic Voting Technology Workshop / Workshop on
Trustworthy Elections (EVT/WOTE), Montreal, QC, August .

[] You Go to Elections with the Voting System You Have:
Stop-Gap Mitigations for Deployed Voting Systems
J. A. Halderman, Eric Rescorla, Hovav Shacham, and David Wagner
In Proc.  USENIX/ACCURATE Electronic Voting Technology Workshop (EVT), San Jose, CA,
July .





[] In Defense of Pseudorandom Sample Selection
Joseph A. Calandrino, J. A. Halderman, and Edward W. Felten
Proc.  USENIX/ACCURATE Electronic Voting Technology Workshop (EVT), San Jose, CA, July
.

[] Security Analysis of the Diebold AccuVote-TS Voting Machine
Ariel J. Feldman, J. A. Halderman, and Edward W. Felten
Proc.  USENIX/ACCURATE Electronic Voting Technology Workshop (EVT), Washington, D.C.,
August .

[] Machine-Assisted Election Auditing
Joseph A. Calandrino, J. A. Halderman, and Edward W. Felten
Proc. USENIX/ACCURATE Electronic Voting Technology Workshop (EVT), Washington, D.C.,
August .

[] Privacy Management for Portable Recording Devices
J. A. Halderman, Brent Waters, and Edward W. Felten
Proc.  ACM Workshop on Privacy in the Electronic Society (WPES), pages –, ACM,
Washington, D.C., October .
Acceptance rate: %, /.

[] Evaluating New Copy-Prevention Techniques for Audio CDs
J. A. Halderman
In Joan Feigenbaum, editor, Digital Rights Management, volume  of Lecture Notes in Com-
puter Science, pages –. Springer, .

Selected Other Publications

[] The Security Challenges of Online Voting Have Not Gone Away
Robert Cunningham, Matthew Bernhard, and J. A. Halderman
IEEE Spectrum, November , .

[] TIVOS: Trusted Visual I/O Paths for Android
Earlence Fernandes, Qi Alfred Chen, Georg Essl, J. A. Halderman, Z. Morley Mao, and Atul
Prakash
Technical report, Computer Science and Engineering Division, University of Michigan, Ann
Arbor, MI, May .

[] Tales from the Crypto Community:
The NSA Hurt Cybersecurity. Now It Should Come Clean
Nadia Heninger and J. A. Halderman
Foreign Affairs, October , .





[] Ethical Issues in E-Voting Security Analysis
David G. Robinson and J. A. Halderman
In George Danezis, Sven Dietrich, and Kazue Sako, editors, Financial Cryptography and Data
Security, volume  of Lecture Notes in Computer Science, pages –. Springer, .
Invited paper.

[] To Strengthen Security, Change Developers’ Incentives
J. A. Halderman
IEEE Security & Privacy, ():–, March/April .

[] Analysis of the Green Dam Censorware System
Scott Wolchok, Randy Yao, and J. A. Halderman
Technical report, Computer Science and Engineering Division, University of Michigan, Ann
Arbor, MI, June .

[] AVC Advantage: Hardware Functional Specifications
J. A. Halderman and Ariel J. Feldman
Technical report, TR--, Princeton University Computer Science Department, Princeton,
New Jersey, March .

[] Source Code Review of the Diebold Voting System
J. A. Calandrino, A. J. Feldman, J. A. Halderman, D. Wagner, H. Yu, and W. Zeller
Technical report, California Secretary of State’s “Top-to-Bottom” Voting Systems Review (TTBR),
July .

[] Digital Rights Management, Spyware, and Security
Edward W. Felten and J. A. Halderman
IEEE Security & Privacy, ():–, January/February .

[] Analysis of the MediaMax CD Copy-Prevention System
J. A. Halderman
Technical report, TR--, Princeton University Computer Science Department, Princeton,
New Jersey, October .

Selected Legal and Regulatory Filings
[] Request for DMCA Exemption: Games with Insecure DRM and Insecure DRMGenerally

Comment to the Librarian of Congress of J. A. Halderman, represented by B. Reid, P. Ohm, H.
Surden, and J. B. Bernthal, regarding the U.S. Copyright Office – DMCA Anticircum-
vention Rulemaking, Dec. .
(Outcome: Requested exemption granted in part.)

[] Request for DMCA Exemption for Audio CDs with Insecure DRM
Comment to the Librarian of Congress of E. Felten and J. A. Halderman, represented by
D. Mulligan and A. Perzanowski, regarding the U.S. Copyright Office – DMCA
Anticircumvention Rulemaking, Dec. .
(Outcome: Requested exemption granted in part.)





Patents
[] Controlling Download and Playback of Media Content

Wai Fun Lee, Marius P. Schilder, Jason D. Waddle, and J. A. Halderman
U.S. Patent No. ,,, issued Dec. .

[] System and Method for Machine-Assisted Election Auditing
Edward W. Felten, Joseph A. Calandrino, and J. A. Halderman
U.S. Patent No. ,,, issued Oct. .

Speaking

Major Invited Talks and Keynotes
– Let’s Encrypt
Invited speaker, TTI/Vanguard conference on Cybersecurity, Washington, D.C., Sept. , .

– Elections and Cybersecurity: What Could GoWrong?
Keynote speaker, th Information Security Conference (ISC), Honolulu, September , .

– Internet Voting: What Could GoWrong?
Invited speaker, USENIX Enigma, San Francisco, January , .

– Logjam: Diffie-Hellman, Discrete Logs, the NSA, and You
c, Hamburg, December , .

– The Network Inside Out: New Vantage Points for Internet Security
Invited talk, China Internet Security Conference (ISC), Beijing, September , .

– The Network Inside Out: New Vantage Points for Internet Security
Keynote speaker, ESCAR USA (Embedded Security in Cars), Ypsilanti, Michigan, May , .

– Security Analysis of the Estonian Internet Voting System.
c, Hamburg, December , .

– The Network Inside Out: New Vantage Points for Internet Security
Keynote speaker, th Brazilian Symposium on Information Security and Computer Systems
(SBSeg), Belo Horizonte, Brazil, November , .

– Empirical Cryptography: Measuring How Crypto is Used and Misused Online
Keynote speaker, rd International Conference on Cryptography and Information Security in
Latin America (Latincrypt), Florianópolis, Brazil, September .

– Healing Heartbleed: Vulnerability Mitigation with Internet-wide Scanning
Keynote speaker, th Conference on Detection of Intrusions and Malware and Vulnerability
Assessment (DIMVA), London, July , .

– Fast Internet-wide Scanning and its Security Applications.
c, Hamburg, December , .

– Challenging Security Assumptions. Three-part tutorial. nd TCE Summer School on Com-
puter Security, Technion (Haifa, Israel), July , .





– Verifiably Insecure: Perils and Prospects of Electronic Voting
Invited talk, Computer Aided Verification (CAV)  (Berkeley, CA), July , .

– Deport on Arrival: Adventures in Technology, Politics, and Power
Invited talk, th USENIX Security Symposium (San Francisco, CA), Aug. , .

– Electronic Voting: Danger and Opportunity
Keynote speaker, ShmooCon  (Washington, D.C.), Feb. , .

Selected Talks (–present)
– The Legacy of Export-grade Cryptography in the st Century. Invited talk, Summer school
on real-world crypto and privacy, Croatia, June , .

– Let’s Encrypt: A Certificate Authority to Encrypt the Entire Web. Invited talk, Cubaconf,
Havana, April , .

– Logjam: Diffie-Hellman, Discrete Logs, the NSA, and You. Invited talk, NYU Tandon School
of Engineering, April ,  [host: Damon McCoy]; Invited talk, UIUC Science of Security
seminar, February ,  [host: Michael Bailey].

– The Network Inside Out: New Vantage Points for Internet Security. Invited talk, Qatar
Computing Research Institute, Doha, May , ; Invited talk, University of Chile, Santiago,
April , ; Invited talk, Princeton University, October , ; Invited talk, U.T. Austin,
March , .

– Decoy Routing: Internet Freedom in the Network’s Core. Invited speaker, Internet Freedom
Technology Showcase: The Future of Human Rights Online, New York, Sep. , .

– The New South Wales iVote System: Security Failures and Verification Flaws in a Live On-
line Election. th International Conference on E-Voting and Identity (VoteID), Bern, Switzer-
land, Sep. , ; Invited talk, IT Univ. of Copenhagen, Sep. , ; Invited talk (with Vanessa
Teague), USENIX Journal of Election Technologies and Systems Workshop (JETS), Washington,
D.C., Aug. , .

– Security Analysis of the Estonian Internet Voting System. Invited talk, th International
Conference on E-Voting and Identity (VoteID), Bern, Switzerland, Sep. , ; Invited talk,
Google, Mountain View, CA, June , ; Invited talk, Copenhagen University, June , .

– Indiscreet Tweets. Rump session talk; th USENIX Security Symposium, Washington, D.C.,
August , .

– How Diffie-Hellman Fails in Practice. Invited talk, IT Univ. of Copenhagen, May , .

– Influence on Democracy of Computers, Internet, and Social Media. Invited speaker, Osher
Lifelong Learning Institute at the University of Michigan, March , .

– E-Voting: Danger and Opportunity. Invited talk, University of Chile, Santiago, April , ;
Keynote speaker, th Brazilian Symposium on Information Security and Computer Systems
(SBSeg), Belo Horizonte, Brazil, November , ; Crypto seminar, University of Tartu, Estonia,
October , ; Invited speaker, US–Egypt Cyber Security Workshop, Cairo, May , ;
Invited speaker, First DemTech Workshop on Voting Technology for Egypt, Copenhagen, May





, ; Invited keynote, th CyberWatch Mid-Atlantic CCDC, Baltimore, MD, Apr. , ;
Invited speaker, Verifiable Voting SchemesWorkshop, University of Luxembourg, Mar. , ;
Invited speaker, MHacks hackathon, Ann Arbor, MI, Feb. , ; Public lecture, U. Michigan,
Nov. , .

– Internet Censorship in Iran: A First Look. rd USENIX Workshop on Free and Open Com-
munications on the Internet (FOCI), Aug. , .

– Mining Your Ps and Qs: Detection of Widespread Weak Keys in Network Devices. Invited
talk, NSA, Aug. , ; Invited talk, Taiwan Information Security Center Workshop, National
Chung-Hsing University (Taichung, Taiwan), Nov. , .

– Securing Digital Democracy. U. Maryland, Apr. ,  [host: Jonathan Katz]; CMU, Apr. ,
 [host: Virgil Gligor]; Cornell, Feb. ,  [host: Andrew Myers].

– Telex: Anticensorship in the Network Infrastructure. Invited speaker, Academia Sinica
(Taipei), Nov. ,  [host: Bo-Yin Yang]; TRUST Seminar, U.C., Berkeley, Dec. ,  [host:
Galina Schwartz]; Think Conference, Nov. , ; Ideas Lunch, Information Society Project at
Yale Law School, Oct. , ; Invited speaker, Committee to Protect Journalists Online Press
Freedom Summit (San Francisco), Sept. , .

– Deport on Arrival: Adventures in Technology, Politics, and Power. Guest lecture, U-M
School of Art and Design, Nov ,  [host: Osman Khan]; Invited speaker, CSHS Workshop,
U. Michigan, Aug. , ; Invited speaker, U. Michigan IEEE, Feb. , .

– Attacking theWashington, D.C. Internet Voting System. Invited speaker, International Foun-
dation for Election Systems (IFES), Nov. ,  [host: Michael Yard]; Invited speaker, IT
University of Copenhagen, May ,  [host: Carsten Schürmann].

– Voter IDon’t. Rump session talk; st USENIX Security Symposium (Bellevue, WA), Aug. ,
; Rump session talk; EVT/WOTE ’ (Bellevue, WA), Aug. ,  [with Josh Benaloh].

– Reed Smith’s Evening with a Hacker. Keynote speaker (New Brunswick, NJ), Oct. , .
– Are DREs Toxic Waste? Rump session talk, th USENIX Security Symposium (San Francisco),
Aug. , ; Rump session talk, EVT/WOTE ’ (San Francisco), Aug. , .

– Security Problems in India’s Electronic Voting Machines. Dagstuhl seminar on Verifiable
Elections and the Public (Wadern, Germany), July , ; Harvard University, Center for
Research on Computation and Society (CRCS) seminar, Jan. ,  [host: Ariel Procaccia];
U. Michigan, CSE seminar, Nov. ,  [with Hari Prasad]; MIT, CSAIL CIS Seminar, Nov. ,
 [with Hari Prasad; host: Ron Rivest]; Distinguished lecture, U.C. San Diego, Department
of Computer Science, Nov. ,  [with Hari Prasad; host: Hovav Shacham]; U.C. Berkeley,
Center for Information Technology Research in the Interest of Society (CITRIS), Nov. , 
[with Hari Prasad; host: Eric Brewer]; Google, Inc., Tech Talk (Mountain View, CA), Nov. ,
 [with Hari Prasad; host: Marius Schilder]; U.C., Berkeley TRUST Security Seminar, Nov.
,  [with Hari Prasad; host: Shankar Sastry]; Stanford University, CS Department, Nov.
,  [with Hari Prasad; host: David Dill]; Princeton University, Center for Information
Technology Policy, Oct. ,  [with Hari Prasad, host: Ed Felten]; University of Texas at
Austin, Department of Computer Science, Aug. ,  [host: Brent Waters].





– Ethical Issues in E-Voting Security Analysis. Invited talk, Workshop on Ethics in Computer
Security Research (WECSR) (Castries, St. Lucia), Mar. ,  [with David Robinson].

– Electronic Voting: Danger and Opportunity. Invited speaker, “Interfaces : Technology,
Society and Innovation,” Center for Technology and Society (CTS/FGV) (Rio de Janeiro), Dec.
,  [host: Ronaldo Lemos]; Invited speaker, Conference on “EVMs: How Trustworthy?,”
Centre for National Renaissance (Chennai, India), Feb. , ; Google, Inc., Tech Talk
(Mountain View, CA), Jan. , ; Star Camp (Cape Town, South Africa), Dec. , ; Lehigh
University, Nov. , ; Princeton OiT Lunch-’n-Learn, Oct. , ; University of Waterloo
(Canada), Feb. , .

– A New Approach to Censorship Resistance. Think Conference, Nov. , .

– Practical AVC-Edge CompactFlash Modifications can Amuse Nerds [PACMAN]. Rump ses-
sion, th USENIX Security Symposium (Washington, D.C.), Aug. , ; Rump session,
EVT/WOTE ’ (Washington, D.C.), Aug. , .

– Legal Challenges to Security Research. Guest lecture, Law : Copyright, U. Michigan Law
School, Apr. , ; Invited talk, University of Florida Law School, Oct. , .

– Adventures in Computer Security. Invited talk, Greenhills School, grades – (Ann Arbor,
MI), Mar. , .

– The Role of Designers’ Incentives in Computer Security Failures. STIET Seminar, U. Michi-
gan, Oct. , .

– Cold-Boot Attacks Against Disk Encryption. Invited speaker, SUMIT  Security Symposium,
U. Michigan, Oct. , .

– On the Attack. Distinguished lecture, U.C. Berkeley EECS, Nov. , .

Selected Other Speaking (–present)

– Moderator: Apple & the FBI: Encryption, Security, and Civil Liberties. Panelists: Nate
Cardozo and Barbara McQuade. U-M Dissonance Speaker Series, April , .

– Moderator: Privacy, IT Security and Politics. Panelists: Ari Schwartz and David Sobel. U-M
ITS SUMIT_, Oct. , .

– Panelist: The Future of E-Voting Research. th International Conference on E-Voting and
Identity (VoteID), Bern, Switzerland, Sep. , .

– Moderator: Panel on Research Ethics. th USENIX Security Symposium, Washington, D.C.,
August , .

– Panelist: Theories of Privacy in Light of “Big Data.” Michigan Telecommunications and Tech-
nology Law Review Symposium on Privacy, Technology, and the Law, University of Michigan
Law School, Feb. , .

– Panelist: Measuring Privacy. Big Privacy symposium, Princeton University CITP, Apr. ,
 [moderator: Ed Felten].





– Panelist: Civil Society’s Challenge in Preserving Civic Participation. The Public Voice work-
shop: Privacy Rights are a Global Challenge, held in conjunction with the th International
Conference of Data Protection and Privacy Commissioners, Punta del Este, Uruguay, Oct. ,
 [moderator: Lillie Coney].

– Panelist: Election Technologies: Today and Tomorrow. Microsoft Faculty Summit (Redmond),
July ,  [moderator: Josh Benaloh].

– Panelist: Is America Ready to Vote on the Internet? CSPRI Seminar, George Washington
University (Washington, D.C.), May ,  [moderator: Lance Hoffman].

– Panelist: Technical Methods of Circumventing Censorship. Global Censorship Conference,
Yale Law School, Mar. , .

– Panelist: Internet Voting. RSA Conference (San Francisco), Mar. ,  [moderator: Ron
Rivest].

– Panelist: The Law and Science of Trustworthy Elections. Association of American Law
Schools (AALS) Annual Meeting, Jan. ,  [moderator: Ron Rivest].

– Panelist: Connecticut Secretary of State’s Online Voting Symposium (New Britain, CT), Oct.
,  [moderator: John Dankosky].

– Panelist: CS Saves the World. Michigan CSE Mini-symposium, Mar. ,  [moderator:
Prabal Dutta].

– Panelist: Cyber Security / Election Technology. Overseas Voting Foundation Summit, Feb. ,
 [moderator: Candice Hoke].

– Tutorial speaker/organizer: Security Issues in Electronic Voting, ICISS (Gandhinagar, India),
Dec. ,  [canceled under threat of deportation].

– Invited testimony: On D.C. Board of Elections and Ethics Readiness for the Nov.  Gen-
eral Election. D.C. Council Hearing, Oct. , .

– Panelist and organizer: India’s Electronic Voting Machines. EVT/WOTE (Washington, D.C.),
Aug. , .

– Panelist: Ethics in Networking and Security Research. ISOCNetwork and Distributed System
Security Symposium (San Diego, CA), Mar. ,  [moderator: Michael Bailey].

Advising and Mentoring
Graduate Students
– Allison McDonald (Ph.D. in progress)
– Matthew Bernhard (Ph.D. in progress)
– Benjamin VanderSloot (Ph.D. in progress)
– David Adrian (Ph.D. in progress)
– Andrew Springall (Ph.D. in progress; NSF Graduate Research Fellowship)
– Zakir Durumeric (Ph.D. in progress; Google Ph.D. Fellowship in Computer Security)
– Travis Finkenauer (M.S. ; went on to security position at Juniper Networks)
– Eric Wustrow (Ph.D. ; went on to tenure track faculty position at U. Colorado, Boulder)
– James Kasten (Ph.D. ; went on to software engineering position at Google)
– Scott Wolchok (M.S. ; went on to software engineering position at Facebook)





Post Docs
– Colleen Swanson (–)

Doctoral Committees
– Denis Bueno (C.S. P.D. expected , Michigan)
– Eric Crockett (C.S. Ph.D expected , Georgia Tech)
– Jakub Czyz (C.S. Ph.D. , Michigan)
– Eric Wustrow (C.S. Ph.D. , Michigan; chair)
– James Kasten (C.S. Ph.D. , Michigan; chair)
– Jing Zhang (C.S. Ph.D. , Michigan)
– Katharine Cheng (C.S. Ph.D. , Michigan)
– Matt Knysz (C.S. Ph.D. , Michigan)
– Zhiyun Qian (C.S. Ph.D. , Michigan)
– Xin Hu (C.S. Ph.D. , Michigan)
– Ellick Chan (C.S. Ph.D. , UIUC)

Undergraduate Independent Work
– : Ben Burgess, Noah Duncan
– : Ben Burgess, Rose Howell, Vikas Kumar, Ariana Mirian, Zhi Qian Seah
– : Christopher Jeakle, Andrew Modell, Kollin Purcell
– : David Adrian, Anthony Bonkoski, Alex Migicovsky, Andrew Modell, Jennifer O’Neil
– : Yilun Cui, Alexander Motalleb
– : Arun Ganesan, Neha Gupta, Kenneth Meagher, Jay Novak, Dhritiman Sagar,

Samantha Schumacher, Jonathan Stribley
– : Mark Griffin, Randy Yao

Teaching
– Introduction to Computer Security, EECS , University of Michigan
Terms: Fall , Fall , Fall , Fall , Fall , Fall , Fall , Fall 
Created new undergrad security elective that has grown to reach > students/year. An accessible intro,
teaches the security mindset and practical skills for building and analyzing security-critical systems.

– Computer and Network Security, EECS , University of Michigan
Terms: Winter , Winter , Winter , Winter , Winter , Winter ,
Winter , Winter 
Redesigned core grad-level security course. Based around discussing classic and current research papers
and performing novel independent work. Provides an intro. to systems research for many students.

– Securing Digital Democracy, Coursera (MOOC)
Designed and taught a massive, open online course that explored the security risks—and future
potential—of electronic voting and Internet voting technologies; over , enrolled students.





Professional Service

Program Committees

–  ISOC Network and Distributed Systems Security Symposium (NDSS ’)
–  ACM Internet Measurement Conference (IMC ’)
–  USENIX Security Symposium (Sec ’)
–  International Joint Conference on Electronic Voting (E-VOTE-ID ’)
– Workshop on Advances in Secure Electronic Voting (Voting ’)
–  ACM Conference on Computer and Communications Security (CCS ’)
–  ACM Internet Measurement Conference (IMC ’)
–  USENIX Security Symposium (Sec ’)
–  ACM Conference on Computer and Communications Security (CCS ’)
–  USENIX Security Symposium (Sec ’)
–  ACM Conference on Computer and Communications Security (CCS ’)
– Program co-chair,  Electronic Voting Technology Workshop/Workshop on Trustworthy
Elections (EVT/WOTE ’)

– Workshop on Free and Open Communications on the Internet (FOCI ’)
–  IEEE Symposium on Security and Privacy (“Oakland” ’)
–  International Conference on Financial Cryptography and Data Security (FC ’)
– Workshop on Free and Open Communications on the Internet (FOCI ’)
–  Electronic Voting Technology Workshop (EVT/WOTE ’)
–  ACM Conference on Computer and Communications Security (CCS ’)
–  USENIX/ACCURATE/IAVOSS Electronic Voting Technology Workshop (EVT ’)
–  USENIX Security Symposium (Sec ’)
–  IEEE Symposium on Security and Privacy (Oakland ’)
–  International World Wide Web Conference (WWW ’)
–  ACM Conference on Computer and Communications Security (CCS ’)
–  ACM Workshop on Digital Rights Management (DRM ’)
–  ACM Workshop on Multimedia Security (MMS ’)
–  USENIX Workshop on Offensive Technologies (WOOT ’)
–  International World Wide Web Conference (WWW ’)
–  ACM Conference on Computer and Communications Security (CCS ’)
–  ACM Workshop on Privacy in the Electronic Society (WPES ’)
–  USENIX/ACCURATE Electronic Voting Technology Workshop (EVT ’)
–  International World Wide Web Conference (WWW ’)

Boards
– Board of Directors for the Internet Security Research Group (–present)
– Board of Advisors for the Verified Voting Foundation (–present)





– External Advisory Board for the DemTech Project, IT University of Copenhagen (–present)
– Advisory Council for the Princeton University Department of Computer Science (–)

Department and University Service
– Faculty Advisor for Michigan Hackers student group (–present)
– CSE Graduate Affairs Committee (member, –present)
– CSE Undergraduate Program Advising (CS/ENG) (–present)
– Faculty Senate, Rules Committee of the Senate Assembly (member, –)
– CSE Graduate Admissions Committee (member, –)
– CSE Graduate Committee (member, –)

Broader Impact of Selected Projects
– Let’s Encrypt: A Certificate Authority to Encrypt the Entire Web ()

Co-founded a new HTTPS certificate authority to provide free, browser-trusted, automatically validated
certificates for all domains. Developed in partnership with EFF and Mozilla, Let’s Encrypt has helped
secure millions of websites and is now issuing certificates at a greater rate than all other CAs combined.

– The Logjam Attack andWeak Practical Use of Diffie-Hellman ()
Introduced Logjam, a practical attack on TLS that affected nearly % of popular HTTPS websites.
Our results suggest that state-level attackers can break -bit Diffie-Hellman, providing the first
parsimonious explanation for how NSA is decrypting widespread VPN traffic, as revealed by Snowden.

– Security Analysis of the Estonian Internet Voting System ()
Led the first rigorous security review of world’s most significant Internet voting system. Based on code
review, laboratory testing, and in-person observation, our study revealed significant shortcomings that
could allow state-level attackers to upset national elections.

– ZMap Internet-Wide Scanner Open-Source Project ()
Created ZMap, a network probing tool designed for Internet-wide measurement research that achieves
up to ,× better performance than earlier tools. Now a thriving open-source project, ZMap is
available in major Linux distros. We also maintain Scans.io, a public scan data repository.

– Detection of Widespread Weak Keys in Network Devices ()
After conducting the largest Internet-wide survey of HTTPS and SSH hosts, we uncovered serious flaws
in cryptographic public key generation affecting millions of users. We disclosed vulnerabilities to more
than  network device makers and spawned major changes to the Linux random number generator.

– The Telex Anticensorship System ()
Invented a fundamentally new approach to circumventing state-level Internet censorship, based on
placing anticensorship technology into core network infrastructure outside the censoring country.
Prototype attracted over , users, mainly in China. Now testing next-gen. schemes at partner ISP.

– Attacking Washington, D.C.’s Internet Voting System ()
Participated in the first public security trial of an Internet voting system set to be deployed in a real
election. We found serious flaws that allowed us to change all votes without detection. This led to the
system being scrapped, and the widespread media coverage has altered the debate on Internet voting.





– Analysis of India’s E-Voting System ()
Participated in the first independent security review of the electronic voting machines used by half
a billion voters in India. The flaws uncovered in our work were front-page news. After arresting my
coauthor and threatening to deport me, officials eventually moved to adopt a paper trail nationwide.

– Green Dam Youth Escort Censorware ()
Uncovered security problems and copyright infringement in client-side censorship software mandated
by the Chinese government. Findings helped catalyze popular protest against the program, leading
China to reverse its policy requiring installation on new PCs.

– Cold-Boot Attacks ()
Developed the “cold boot” attack against software disk encryption systems, which altered widespread
thinking on security assumptions about the behavior of RAM, influenced computer forensics practice,
and inspired the creation of a new subfield of theoretical cryptography.

– California “Top-to-Bottom” Review ()
Helped lead the California Secretary of State’s “top-to-bottom” review of electronic voting machines,
the first public review of this technology by any state. Our reports led California to discontinue use of
highly vulnerable touch-screen voting systems and altered the course of election technology in the U.S.

– DMCA Exemptions for Security ( and )
Worked with legal teams to successfully petition the U.S. Copyright Office to create exemptions to the
Digital Millennium Copyright Act (which prohibits circumventing DRM) in order to allow the public to
investigate and repair security problems caused by certain DRM. One of only six exemptions granted.

– Sony DRM Rootkit ()
Discovered dangerous security side-effects in the design of copy protection software used for music CDs.
Resulted in the recall of millions of discs, class action lawsuits, and an investigation by the U.S. Federal
Trade Commission in which I served as a technical expert on DRM’s harm to consumers’ security.

– The Art of Science ()
Co-founded an interdisciplinary art competition at Princeton University that showcases images and
videos produced in the course of scientific research as well as creative works that incorporate tools and
ideas from science. Following international attention, the concept has spread to many other campuses.





Outreach and Press Coverage

I’m a regular contributor to Freedom-to-Tinker, a blog hosted by Princeton’s CITP. My posts
discuss current issues in security and public policy or announce new research results, aiming
to communicate findings to nonspecialists.

I’m happy to speak to the press when I believe the topic is important for the public to under-
stand. Much of my research has received significant media attention.

Selected media outlets Television: CNN, Fox News, CBS Evening News, NBC Nightly News, MSNBC,
CNBC, MTV, Al Jazeera, C-SPAN. Radio: NPR News, NPR Science Friday, BBC World Service, The Diane
Rehms Show. Print: The New York Times, LA Times, USA Today (front page profile), The Wall Street
Journal, Washington Post, Boston Globe, Times of India, Time, Fortune, Harpers (incl. Harpers Index),
The Atlantic; The Economist, New Scientist, MIT Tech Review, Businessweek, Redbook, PC Magazine,
Playboy (long-form profile). Online: Hacker News (dozens of top stories), Slashdot (> stories), Reddit
(top of front page), BoingBoing, CNET News, Wired News, TechNewsDaily, Science Daily, Gizmodo,
TechDirt, Ars Technica, The Register, Huffington Post, Politico, The Drudge Report, and hundreds more.
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7JG�HQNNQYKPI�YGGM��VYQ�E[DGTUGEWTKV[�HKTOU��)KFGNKU�&[DGTUGEWTKV[�CPF�0CPFKCPV�
KPFGRGPFGPVN[�EQTTQDQTCVGF�&TQYFUVTKMGÄU�CUUGUUOGPV�VJCV�5WUUKCP�JCEMGTU
KPHKNVTCVGF�'1&�PGVYQTMU��JCXKPI�HQWPF�VJCV�VJG�VYQ�ITQWRU�VJCV�JCEMGF�KPVQ�VJG�'1&
WUGF�OCNYCTG�CPF�OGVJQFU�KFGPVKECN�VQ�VJQUG�WUGF�KP�QVJGT�CVVCEMU�CVVTKDWVGF�VQ�VJG
UCOG�5WUUKCP�JCEMKPI�ITQWRU�

%WV�UQOG�QH�VJG�OQUV�EQORGNNKPI�GXKFGPEG�NKPMKPI�VJG�'1&�DTGCEJ�VQ�5WUUKC�YCU
HQWPF�CV�VJG�DGIKPPKPI�QH�-WN[�D[�7JQOCU�5KF��C�RTQHGUUQT�CV�.KPIÄU�&QNNGIG�KP
/QPFQP��YJQ�FKUEQXGTGF�CP�KFGPVKECN�EQOOCPF�CPF�EQPVTQN�CFFTGUU�JCTFEQFGF�KPVQ
VJG�'1&�OCNYCTG�VJCV�YCU�CNUQ�HQWPF�QP�OCNYCTG�WUGF�VQ�JCEM�VJG�*GTOCP
3CTNKCOGPV�KP�������$EEQTFKPI�VQ�*GTOCP�UGEWTKV[�QHHKEKCNU��VJG�OCNYCTG�QTKIKPCVGF
HTQO�5WUUKCP�OKNKVCT[�KPVGNNKIGPEG��$P�KFGPVKECN�66/�EGTVKHKECVG�YCU�CNUQ�HQWPF�KP�DQVJ
DTGCEJGU�

7JG�GXKFGPEG�OQWPVU�HTQO�VJGTG��7TCEGU�QH�OGVCFCVC�KP�VJG�FQEWOGPV�FWOR�TGXGCN
XCTKQWU�KPFKECVKQPU�VJCV�VJG[�YGTG�VTCPUNCVGF�KPVQ�&[TKNNKE��)WTVJGTOQTG��YJKNG
*WEEKHGT�����ENCKOGF�VQ�DG�HTQO�5QOCPKC��JG�YCU�WPCDNG�VQ�EJCV�YKVJ�0QVJGTDQCTF
LQWTPCNKUVU�KP�EQJGTGPV�5QOCPKCP��%GUKFGU�YJKEJ��VJKU�UQTV�QH�JCEMKPI�YQWNFPÄV
GZCEVN[�DG�QWVUKFG�QH�5WUUKCP�PQTOU�

Æ,V�FQGUPÄV�UVTCKP�ETGFWNKV[�VQ�NQQM�VQ�VJG�5WUUKCPU�Ç�UC[U�0QTICP�0CTSWKU�%QKTG��C
OCNYCTG�GZRGTV�YKVJ�&KVK\GP/CD��Æ7JKU�KU�PQV�VJG�HKTUV�VKOG�VJCV�5WUUKCP�JCEMGTU�JCU
DGGP�DGJKPF�KPVTWUKQPU�KP�86�IQXGTPOGPV��CPF�KV�UGGOU�WPNKMGN[�VJCV�KV�YKNN�DG�VJG
NCUV�Ç�/CUV�[GCT�5WUUKCP�JCEMGTU�YGTG�CDNG�VQ�DTGCEJ�:JKVG�+QWUG�CPF�6VCVG
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'GRCTVOGPV�GOCKN�UGTXGTU��INGCPKPI�KPHQTOCVKQP�GXGP�HTQO�3TGUKFGPV�2DCOCÄU
%NCEMDGTT[�

0GCPYJKNG��VJG�.TGONKP�JCU�FGPKGF�5WUUKCP�KPXQNXGOGPV�KP�VJG�'1&�DTGCEJ��%WV�VJG
TGXGTDGTCVKQPU�EQPVKPWG��'1&�&JCKTYQOCP�'GDDKG�:CUUGTOCP�6EJWNV\�YKNN�TGUKIP�CV
VJG�GPF�QH�VJG�YGGM��CHVGT�GOCKNU�TGXGCNGF�YJCV�OCP[�XKGY�CU�VJG�WPHCKT�VTGCVOGPV�QH
%GTPKG�6CPFGTU�

!LJH�-OMMD<�2DNC�'JP@
$U�EQORGNNKPI�CU�VJG�GXKFGPEG�KU��VJGTGÄU�UVKNN�C�UOCNN�COQWPV�QH�TQQO�VQ�CTIWG�VJCV
*WEEKHGT�����YCU�C�NQPG�CEVQT��CP�KPFKXKFWCN�OQVKXCVGF�D[�JCEMVKXKUV�KFGCNU�QH
FKUOCPVNKPI�UVCVG�RQYGT��+G�YQWNFPÄV�DG�VJG�HKTUV��$PF�KP�C�TGEGPV�KPVGTXKGY�QP�1%&�
-WNKCP�$UUCPIG�QH�:KMKNGCMU�ICXG�C�UQHV�FKUCXQYCN�QH�ENCKOU�VJCV�JKU�YJKUVNGDNQYKPI
QTICPK\CVKQP�KU�KP�ECJQQVU�YKVJ�5WUUKCP�KPVGNNKIGPEG��Æ:GNN��VJGTG�KU�PQ�RTQQH�QH�VJCV
YJCVUQGXGT�Ç�JG�UCKF��Æ:G�JCXG�PQV�FKUENQUGF�QWT�UQWTEG��CPF�QH�EQWTUG��VJKU�KU�C
FKXGTUKQP�VJCVÄU�DGKPI�RWUJGF�D[�VJG�+KNNCT[�&NKPVQP�ECORCKIP�Ç

7JKU�KU��QH�EQWTUG��VJG�UCOG�$UUCPIG�YJQ�DQCUVU�TGURQPUKDKNKV[�HQT�JGNRKPI�HKPF
6PQYFGP�C�JQOG�KP�5WUUKC�CPF�:KMKNGCMU�RWDNKEN[�ETKVKEK\GF�VJG�3CPCOC�3CRGTU�HQT
KORNKECVKPI�3WVKP�KP�HKPCPEKCN�OKUFGGFU��+GÄU�CNUQ�CP�QWVURQMGP�HTGSWGPV�ETKVKE�QH
+KNNCT[�&NKPVQPÄU�VKOG�CV�VJG�6VCVG�'GRCTVOGPV��$�FCOPKPI�FQEWOGPV�FWOR�VJG
YGGMGPF�DGHQTG�&NKPVQPÄU�PQOKPCVKQP�CTIWCDN[�CNKIPU�YKVJ�DQVJ�5WUUKCP�KPVGTGUVU�CPF
JKU�QYP�

,H�VJG�CNNGICVKQPU�FQ�RTQXG�EQTTGEV��VJKU�KU�CP�WPRTGEGFGPVGF�UVGR�HQT�5WUUKC��+CEMKPI
KU�PQVJKPI�PGY��DWV�RWDNKEK\KPI�FQEWOGPVU�VQ�CVVGORV�VQ�UYC[�CP�GNGEVKQP�EGTVCKPN[�KU�
3WVKP�YQWNF�ENGCTN[�RTGHGT�C�7TWOR�RTGUKFGPE[��7JG�DKNNKQPCKTG�5GRWDNKECP�ECPFKFCVG
KU�C�NQPIVKOG�CFOKTGT�QH�3WVKPÄU��CPF�JCU�RWDNKEN[�UVCVGF�VJCV�JG�YQWNFPÄV�PGEGUUCTKN[
FGHGPF�1$72�CNNKGU�CICKPUV�C�5WUUKCP�KPXCUKQP��7Q�VQR�KV�CNN�QHH��7TWORÄU�ECORCKIP
OCPCIGT��3CWN�0CPCHQTV��HQTOGTN[�YQTMGF�CU�CP�CFXKUQT�VQ�9KMVQT�<CPWMQX[EJ��VJG
5WUUKCP�DCEMGF�3TGUKFGPV�QH�8MTCKPG�DGHQTG�JG�YCU�QWUVGF�KP������

Æ'WG�VQ�VJG�PCVWTG�CPF�VKOKPI�QH�VJKU�JCEM��KV�CNN�UGGOU�XGT[�RQNKVKECN�Ç�UC[U�0CTSWKU�
%QKTG�

$PF�VJGTGÄU�C�YJQNG�NQV�QH�GNGEVKQP�NGHVÂCPF�NKMGN[�OQTG�NGCMU�VQ�EQOG�YKVJ�KV��2P
6WPFC[��C�7YKVVGT�WUGT�CUMGF�:KMKNGCMU�KH�OQTG�'1&�NGCMU�YGTG�QP�VJGKT�YC[��7JG
TGRN[��Æ:G�JCXG�OQTG�EQOKPI�Ç



���������� +HUH¶V�:KDW�:H�.QRZ�$ERXW�5XVVLD�DQG�WKH�'1&�+DFN�_�:,5('

KWWSV���ZZZ�ZLUHG�FRP���������KHUHV�NQRZ�UXVVLD�GQF�KDFN� ���

0K?<N@��,P�C�RTGUU�EQPHGTGPEG�:GFPGUFC[��5GRWDNKECP�RTGUKFGPVKCN�ECPFKFCVG�'QPCNF
7TWOR�KPXKVGF�5WUUKC�VQ�TGVTKGXG�ÆOKUUKPIÇ�GOCKNU�HTQO�+KNNCT[�&NKPVQPÄU�ECORCKIP
CPF�TGNGCUG�VJGO��&[DGTUGEWTKV[�GZRGTVU�FGUETKDGF�VJG�TGOCTMU�CU�ÆWPRTGEGFGPVGFÇ
CPF�ÆRQUUKDN[�KNNGICN�Ç
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3ULYDWH�6HFXULW\�*URXS�6D\V�5XVVLD
:DV�%HKLQG�-RKQ�3RGHVWD¶V�(PDLO
+DFN
%\�1,&2/(�3(5/527+�DQG�0,&+$(/�'��6+($5 2&7����������

6$1�)5$1&,6&2�²�$W�WKH�VWDUW�RI�������3UHVLGHQW�2EDPD�DVVLJQHG�KLV�WUXVWHG
FRXQVHORU��-RKQ�'��3RGHVWD��WR�OHDG�D�UHYLHZ�RI�WKH�GLJLWDO�UHYROXWLRQ��LWV�SRWHQWLDO
DQG�LWV�SHULOV��:KHQ�0U��3RGHVWD�SUHVHQWHG�KLV�ILQGLQJV�ILYH�PRQWKV�ODWHU��KH�FDOOHG
WKH�LQWHUQHW¶V�RQVODXJKW�RI�ELJ�GDWD�³D�KLVWRULF�GULYHU�RI�SURJUHVV�´�%XW�WZR�VKRUW
\HDUV�ODWHU��DV�FKDLUPDQ�RI�+LOODU\�&OLQWRQ¶V�SUHVLGHQWLDO�FDPSDLJQ��0U��3RGHVWD
ZRXOG�DOVR�EHFRPH�RQH�RI�WKH�LQWHUQHW¶V�PRVW�QRWDEOH�YLFWLPV�

2Q�7KXUVGD\��SULYDWH�VHFXULW\�UHVHDUFKHUV�VDLG�WKH\�KDG�FRQFOXGHG�WKDW�0U�
3RGHVWD�ZDV�KDFNHG�E\�5XVVLD¶V�IRUHLJQ�LQWHOOLJHQFH�VHUYLFH��WKH�*58��DIWHU�LW�WULFNHG
KLP�LQWR�FOLFNLQJ�RQ�D�IDNH�*RRJOH�ORJLQ�SDJH�ODVW�0DUFK��LQDGYHUWHQWO\�KDQGLQJ�RYHU
KLV�GLJLWDO�FUHGHQWLDOV�

)RU�PRQWKV��WKH�KDFNHUV�PLQHG�0U��3RGHVWD¶V�LQER[�IRU�KLV�PRVW�VHQVLWLYH�DQG
SRWHQWLDOO\�HPEDUUDVVLQJ�FRUUHVSRQGHQFH��PXFK�RI�ZKLFK�KDV�EHHQ�SRVWHG�RQ�WKH
:LNL/HDNV�ZHEVLWH��$GGLWLRQV�WR�WKH�FROOHFWLRQ�RQ�7KXUVGD\�LQFOXGHG�WKUHH�VKRUW
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HPDLO�H[FKDQJHV�EHWZHHQ�0U��3RGHVWD�DQG�0U��2EDPD�KLPVHOI�LQ�WKH�GD\V�OHDGLQJ�XS
WR�KLV�HOHFWLRQ�LQ������

0U��3RGHVWD¶V�HPDLOV�ZHUH�ILUVW�SXEOLVKHG�E\�:LNL/HDNV�HDUOLHU�WKLV�PRQWK��7KH
UHOHDVH�FDPH�MXVW�GD\V�DIWHU�-DPHV�5��&ODSSHU�-U���WKH�GLUHFWRU�RI�QDWLRQDO
LQWHOOLJHQFH��DQG�WKH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�SXEOLFO\�EODPHG�5XVVLDQ
RIILFLDOV�IRU�F\EHUDWWDFNV�RQ�WKH�'HPRFUDWLF�1DWLRQDO�&RPPLWWHH��LQ�ZKDW�WKH\
GHVFULEHG�DV�DQ�HIIRUW�WR�LQIOXHQFH�WKH�$PHULFDQ�SUHVLGHQWLDO�HOHFWLRQ�

7R�GDWH��QR�JRYHUQPHQW�RIILFLDOV�KDYH�RIIHUHG�HYLGHQFH�WKDW�WKH�VDPH�5XVVLDQ
KDFNHUV�EHKLQG�WKH�'�1�&��F\EHUDWWDFNV�ZHUH�DOVR�EHKLQG�WKH�KDFN�RI�0U��3RGHVWD¶V
HPDLOV��EXW�DQ�LQYHVWLJDWLRQ�E\�WKH�SULYDWH�VHFXULW\�UHVHDUFKHUV�GHWHUPLQHG�WKDW�WKH\
ZHUH�WKH�VDPH�

7KUHDW�UHVHDUFKHUV�DW�'HOO�6HFXUH:RUNV��DQ�$WODQWD�EDVHG�VHFXULW\�ILUP��KDG
EHHQ�WUDFNLQJ�WKH�5XVVLDQ�LQWHOOLJHQFH�JURXS�IRU�PRUH�WKDQ�D�\HDU��,Q�-XQH��WKH\
UHSRUWHG�WKDW�WKH\�KDG�XQFRYHUHG�D�FULWLFDO�WRRO�LQ�WKH�5XVVLDQ�VS\�FDPSDLJQ�
6HFXUH:RUNV�UHVHDUFKHUV�IRXQG�WKDW�WKH�5XVVLDQ�KDFNHUV�ZHUH�XVLQJ�D�SRSXODU�OLQN
VKRUWHQLQJ�VHUYLFH��FDOOHG�%LWO\��WR�VKRUWHQ�PDOLFLRXV�OLQNV�WKH\�XVHG�WR�VHQG�WDUJHWV
IDNH�*RRJOH�ORJLQ�SDJHV�WR�EDLW�WKHP�LQWR�VXEPLWWLQJ�WKHLU�HPDLO�FUHGHQWLDOV�

7KH�KDFNHUV�PDGH�D�FULWLFDO�HUURU�E\�OHDYLQJ�VRPH�RI�WKHLU�%LWO\�DFFRXQWV�SXEOLF�
PDNLQJ�LW�SRVVLEOH�IRU�6HFXUH:RUNV�WR�WUDFH�������RI�WKHLU�OLQNV�WR�QHDUO\������
*PDLO�DFFRXQWV�WDUJHWHG�EHWZHHQ�2FWREHU������DQG�0D\������ZLWK�IDNH�*RRJOH�ORJLQ
SDJHV�DQG�VHFXULW\�DOHUWV�GHVLJQHG�WR�WULFN�XVHUV�LQWR�WXUQLQJ�RYHU�WKHLU�SDVVZRUGV�

$PRQJ�WKH�OLVW�RI�WDUJHWV�ZHUH�PRUH�WKDQ�����HPDLO�DGGUHVVHV�DVVRFLDWHG�ZLWK
+LOODU\�&OLQWRQ¶V�SUHVLGHQWLDO�FDPSDLJQ��LQFOXGLQJ�0U��3RGHVWD¶V��%\�-XQH�����VWDII
PHPEHUV�IRU�WKH�FDPSDLJQ�KDG�FOLFNHG�RQ�WKH�VKRUW�OLQNV�VHQW�E\�5XVVLDQ�VSLHV��,Q
-XQH��6HFXUH:RUNV�GLVFORVHG�WKDW�DPRQJ�WKRVH�ZKRVH�HPDLO�DFFRXQWV�KDG�EHHQ
WDUJHWHG�ZHUH�VWDII�PHPEHUV�ZKR�DGYLVHG�0UV��&OLQWRQ�RQ�SROLF\�DQG�PDQDJHG�KHU
WUDYHO��FRPPXQLFDWLRQV�DQG�FDPSDLJQ�ILQDQFHV�

6XEVFULEH�WR�WKH�7LPHV
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7ZR�VHFXULW\�UHVHDUFKHUV�ZKR�KDYH�EHHQ�WUDFNLQJ�WKH�*58¶V�VSHDUSKLVKLQJ
FDPSDLJQ�FRQILUPHG�7KXUVGD\�WKDW�0U��3RGHVWD�ZDV�DPRQJ�WKRVH�ZKR�KDG
LQDGYHUWHQWO\�WXUQHG�RYHU�KLV�*RRJOH�HPDLO�SDVVZRUG��7KH�IDFW�WKDW�0U��3RGHVWD�ZDV
DPRQJ�WKRVH�EUHDFKHG�E\�WKH�*58�ZDV�ILUVW�GLVFORVHG�7KXUVGD\�E\�(VTXLUH�DQG�WKH
0RWKHUERDUG�EORJ��ZKLFK�SXEOLVKHG�WKH�OLQN�5XVVLDQ�VSLHV�XVHG�DJDLQVW�0U��3RGHVWD�

³7KH�QHZ�SXEOLF�GDWD�FRQILUPLQJ�WKH�5XVVLDQV�DUH�EHKLQG�WKH�KDFN�RI�-RKQ
3RGHVWD¶V�HPDLO�LV�D�ELJ�GHDO�´�-DNH�6XOOLYDQ��0UV��&OLQWRQ¶V�VHQLRU�SROLF\�DGYLVHU��VDLG
7KXUVGD\��³7KHUH�LV�QR�ORQJHU�DQ\�GRXEW�WKDW�3XWLQ�LV�WU\LQJ�WR�KHOS�'RQDOG�7UXPS
E\�ZHDSRQL]LQJ�:LNL/HDNV�´

7KH�QHZ�UHOHDVH�RI�0U��3RGHVWD¶V�HPDLO�H[FKDQJH�ZLWK�0U��2EDPD�IURP�����
PDGH�FOHDU�WKDW�0U��2EDPD¶V�WHDP�ZDV�FRQILGHQW�KH�ZRXOG�ZLQ�

,Q�RQH�RI�WKH�HPDLOV��0U��3RGHVWD�ZURWH�0U��2EDPD�D�OHQJWK\�PHPR�LQ�WKH
HYHQLQJ�RQ�(OHFWLRQ�'D\�UHFRPPHQGLQJ�WKDW�KH�QRW�DFFHSW�DQ�LQYLWDWLRQ�IURP
3UHVLGHQW�*HRUJH�:��%XVK�WR�DWWHQG�DQ�HPHUJHQF\�PHHWLQJ�RI�WKH�*URXS�RI���
OHDGHUV�

³$WWHQGDQFH�DORQJVLGH�3UHVLGHQW�%XVK�ZLOO�FUHDWH�DQ�H[WUHPHO\�DZNZDUG
VLWXDWLRQ�´�WKH�PHPR�VDLG��³,I�\RX�DWWHPSW�WR�GLVVRFLDWH�\RXUVHOI�IURP�KLV�SRVLWLRQV�
\RX�ZLOO�EH�VXEMHFW�WR�FULWLFLVP�IRU�SURMHFWLQJ�D�GLYLGHG�8QLWHG�6WDWHV�WR�WKH�UHVW�RI
WKH�ZRUOG��%XW�LI�\RX�DGRSW�D�PRUH�UHVHUYHG�SRVWXUH��\RX�ZLOO�EH�DVVRFLDWHG�QRW�RQO\
ZLWK�KLV�SROLFLHV��EXW�DOVR�ZLWK�KLV�YHU\�WHQXRXV�JOREDO�VWDQGLQJ�´

7KH�:KLWH�+RXVH�GLG�QRW�UHVSRQG�WR�TXHVWLRQV�DERXW�WKH�HPDLO�

&RUUHFWLRQ��2FWREHU����������
$Q�DUWLFOH�RQ�)ULGD\�DERXW�VXVSHFWHG�HPDLO�KDFNLQJ�E\�5XVVLD¶V�IRUHLJQ�LQWHOOLJHQFH
VHUYLFH�PLVVWDWHG�WKH�QDPH�RI�RQH�RUJDQL]DWLRQ�WKDW�ILUVW�GLVFORVHG�WKDW�D�SUHVLGHQWLDO
FRXQVHORU��-RKQ�'��3RGHVWD��ZDV�DPRQJ�WKRVH�ZKRVH�DFFRXQWV�ZHUH�EUHDFKHG��7KH�EORJ
LV�0RWKHUERDUG��QRW�9,&(�0RWKHUORDG�
1LFROH�3HUOURWK�UHSRUWHG�IURP�6DQ�)UDQFLVFR��DQG�0LFKDHO�'��6KHDU�IURP�:DVKLQJWRQ�

)ROORZ�7KH�1HZ�<RUN�7LPHV¶V�SROLWLFV�DQG�:DVKLQJWRQ�FRYHUDJH�RQ�)DFHERRN�DQG
7ZLWWHU��DQG�VLJQ�XS�IRU�WKH�)LUVW�'UDIW�SROLWLFV�QHZVOHWWHU�
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$�YHUVLRQ�RI�WKLV�DUWLFOH�DSSHDUV�LQ�SULQW�RQ�2FWREHU�����������RQ�SDJH�$���RI�WKH�1HZ�<RUN�HGLWLRQ�ZLWK
WKH�KHDGOLQH��3ULYDWH�6HFXULW\�*URXS�6D\V�5XVVLD�:DV�%HKLQG�+DFN�RI�&OLQWRQ�&DPSDLJQ�&KDLUPDQ�

�������7KH�1HZ�<RUN�7LPHV�&RPSDQ\
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6YWWMERW�,EGOIH�8[S�9�7��:SXIV
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8LI�EPIVX��çVWX�VITSVXIH�F]�=ELSS�2I[W��TVSZMHIH�-4�EHHVIWWIW�EWWSGMEXIH�[MXL

XLI�LEGO�EXXIQTXW��XLSYKL�MX�HMH�RSX�QIRXMSR�6YWWME�

3RI�SJ�XLI�-4�EHHVIWWIW�[EW�MRZSPZIH�MR�FSXL�FVIEGLIW��XLI�*&-�EPIVX�WEMH�
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FIIR�HIXIGXIH���XLI�EPIVX�WEMH�
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Kpjou!Tubufnfou!gspn
uif!Efqbsunfou!Pg
Ipnfmboe!Tfdvsjuz!boe
Pggjdf!pg!uif!Ejsfdups!pg
Obujpobm!Joufmmjhfodf!po
Fmfdujpo!Tfdvsjuz
5HOHDVH�'DWH�� 2FWREHU��������

)RU�,PPHGLDWH�5HOHDVH�
'+6�3UHVV�2IILFH�
&RQWDFW��������������

7KH�8�6��,QWHOOLJHQFH�&RPPXQLW\��86,&��LV�FRQILGHQW�WKDW�WKH
5XVVLDQ�*RYHUQPHQW�GLUHFWHG�WKH�UHFHQW�FRPSURPLVHV�RI�H�
PDLOV�IURP�86�SHUVRQV�DQG�LQVWLWXWLRQV��LQFOXGLQJ�IURP�86
SROLWLFDO�RUJDQL]DWLRQV��7KH�UHFHQW�GLVFORVXUHV�RI�DOOHJHG
KDFNHG�H�PDLOV�RQ�VLWHV�OLNH�'&/HDNV�FRP�DQG�:LNL/HDNV
DQG�E\�WKH�*XFFLIHU�����RQOLQH�SHUVRQD�DUH�FRQVLVWHQW�ZLWK
WKH�PHWKRGV�DQG�PRWLYDWLRQV�RI�5XVVLDQ�GLUHFWHG�HIIRUWV�

���2IILFLDO�ZHEVLWH�RI�WKH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\ &RQWDFW�8V �4XLFN�/LQNV �6LWH�0DS �$�=�,QGH[
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7KHVH�WKHIWV�DQG�GLVFORVXUHV�DUH�LQWHQGHG�WR�LQWHUIHUH�ZLWK�WKH
86�HOHFWLRQ�SURFHVV��6XFK�DFWLYLW\�LV�QRW�QHZ�WR�0RVFRZ²WKH
5XVVLDQV�KDYH�XVHG�VLPLODU�WDFWLFV�DQG�WHFKQLTXHV�DFURVV
(XURSH�DQG�(XUDVLD��IRU�H[DPSOH��WR�LQIOXHQFH�SXEOLF�RSLQLRQ
WKHUH��:H�EHOLHYH��EDVHG�RQ�WKH�VFRSH�DQG�VHQVLWLYLW\�RI
WKHVH�HIIRUWV��WKDW�RQO\�5XVVLD
V�VHQLRU�PRVW�RIILFLDOV�FRXOG
KDYH�DXWKRUL]HG�WKHVH�DFWLYLWLHV�

6RPH�VWDWHV�KDYH�DOVR�UHFHQWO\�VHHQ�VFDQQLQJ�DQG�SURELQJ�RI
WKHLU�HOHFWLRQ�UHODWHG�V\VWHPV��ZKLFK�LQ�PRVW�FDVHV�RULJLQDWHG
IURP�VHUYHUV�RSHUDWHG�E\�D�5XVVLDQ�FRPSDQ\��+RZHYHU��ZH
DUH�QRW�QRZ�LQ�D�SRVLWLRQ�WR�DWWULEXWH�WKLV�DFWLYLW\�WR�WKH
5XVVLDQ�*RYHUQPHQW��7KH�86,&�DQG�WKH�'HSDUWPHQW�RI
+RPHODQG�6HFXULW\��'+6��DVVHVV�WKDW�LW�ZRXOG�EH�H[WUHPHO\
GLIILFXOW�IRU�VRPHRQH��LQFOXGLQJ�D�QDWLRQ�VWDWH�DFWRU��WR�DOWHU
DFWXDO�EDOORW�FRXQWV�RU�HOHFWLRQ�UHVXOWV�E\�F\EHU�DWWDFN�RU
LQWUXVLRQ��7KLV�DVVHVVPHQW�LV�EDVHG�RQ�WKH�GHFHQWUDOL]HG
QDWXUH�RI�RXU�HOHFWLRQ�V\VWHP�LQ�WKLV�FRXQWU\�DQG�WKH�QXPEHU
RI�SURWHFWLRQV�VWDWH�DQG�ORFDO�HOHFWLRQ�RIILFLDOV�KDYH�LQ�SODFH�
6WDWHV�HQVXUH�WKDW�YRWLQJ�PDFKLQHV�DUH�QRW�FRQQHFWHG�WR�WKH
,QWHUQHW��DQG�WKHUH�DUH�QXPHURXV�FKHFNV�DQG�EDODQFHV�DV
ZHOO�DV�H[WHQVLYH�RYHUVLJKW�DW�PXOWLSOH�OHYHOV�EXLOW�LQWR�RXU
HOHFWLRQ�SURFHVV�

1HYHUWKHOHVV��'+6�FRQWLQXHV�WR�XUJH�VWDWH�DQG�ORFDO�HOHFWLRQ
RIILFLDOV�WR�EH�YLJLODQW�DQG�VHHN�F\EHUVHFXULW\�DVVLVWDQFH�IURP
'+6��$�QXPEHU�RI�VWDWHV�KDYH�DOUHDG\�GRQH�VR��'+6�LV
SURYLGLQJ�VHYHUDO�VHUYLFHV�WR�VWDWH�DQG�ORFDO�HOHFWLRQ�RIILFLDOV
WR�DVVLVW�LQ�WKHLU�F\EHUVHFXULW\��7KHVH�VHUYLFHV�LQFOXGH�F\EHU
³K\JLHQH´�VFDQV�RI�,QWHUQHW�IDFLQJ�V\VWHPV��ULVN�DQG
YXOQHUDELOLW\�DVVHVVPHQWV��LQIRUPDWLRQ�VKDULQJ�DERXW�F\EHU
LQFLGHQWV��DQG�EHVW�SUDFWLFHV�IRU�VHFXULQJ�YRWHU�UHJLVWUDWLRQ
GDWDEDVHV�DQG�DGGUHVVLQJ�SRWHQWLDO�F\EHU�WKUHDWV��'+6�KDV
FRQYHQHG�DQ�(OHFWLRQ�,QIUDVWUXFWXUH�&\EHUVHFXULW\�:RUNLQJ
*URXS�ZLWK�H[SHUWV�DFURVV�DOO�OHYHOV�RI�JRYHUQPHQW�WR�UDLVH
DZDUHQHVV�RI�F\EHUVHFXULW\�ULVNV�SRWHQWLDOO\�DIIHFWLQJ�HOHFWLRQ
LQIUDVWUXFWXUH�DQG�WKH�HOHFWLRQV�SURFHVV��6HFUHWDU\�-RKQVRQ
DQG�'+6�RIILFLDOV�DUH�ZRUNLQJ�GLUHFWO\�ZLWK�WKH�1DWLRQDO
$VVRFLDWLRQ�RI�6HFUHWDULHV�RI�6WDWH�WR�RIIHU�DVVLVWDQFH��VKDUH
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+

8�6��RIILFLDO��+DFNHUV�WDUJHWHG�YRWHU�UHJLVWUDWLRQ
V\VWHPV�RI����VWDWHV

%\�7ULEXQH�QHZV�VHUYLFHV

6(37(0%(5����������������30� _ :$6+,1*721

DFNHUV�KDYH�WDUJHWHG�WKH�YRWHU�UHJLVWUDWLRQ�V\VWHPV�RI�PRUH�WKDQ����VWDWHV�LQ�UHFHQW�PRQWKV��D

+RPHODQG�6HFXULW\�'HSDUWPHQW�RIILFLDO�VDLG�)ULGD\�

7KH�GLVFORVXUH�FRPHV�DPLG�KHLJKWHQHG�FRQFHUQV�WKDW�IRUHLJQ�KDFNHUV�PLJKW�XQGHUPLQH�YRWHU�FRQILGHQFH�LQ�WKH

LQWHJULW\�RI�8�6��HOHFWLRQV��)HGHUDO�RIILFLDOV�DQG�PDQ\�F\EHUVHFXULW\�H[SHUWV�KDYH�VDLG�LW�ZRXOG�EH�QHDUO\

LPSRVVLEOH�IRU�KDFNHUV�WR�DOWHU�DQ�HOHFWLRQ
V�RXWFRPH�EHFDXVH�HOHFWLRQ�V\VWHPV�DUH�YHU\�GHFHQWUDOL]HG�DQG

JHQHUDOO\�QRW�FRQQHFWHG�WR�WKH�LQWHUQHW�

,Q�WKLV�-XQH����������ILOH�SKRWR��WKH�+RPHODQG�6HFXULW\�'HSDUWPHQW�KHDGTXDUWHUV�LQ�QRUWKZHVW�:DVKLQJWRQ��$�+RPHODQG�6HFXULW\
'HSDUWPHQW�RIILFLDO�VD\V�KDFNHUV�KDYH�WDUJHWHG�WKH�YRWHU�UHJLVWUDWLRQ�V\VWHPV�RI�PRUH�WKDQ����VWDWHV�LQ�UHFHQW�PRQWKV��)%,�'LUHFWRU�-DPHV
&RPH\�WROG�ODZPDNHUV�WKLV�ZHHN�WKDW�WKH�DJHQF\�LV�ORRNLQJ��YHU\��YHU\�KDUG���DW�5XVVLDQ�KDFNHUV�ZKR�PD\�WU\�WR�GLVUXSW�WKH�8�6��HOHFWLRQ�5XVVLD
�6XVDQ�:DOVK���$3�

$'9(57,6,1*
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VSRNH�WR�7KH�$VVRFLDWHG�3UHVV�RQ�FRQGLWLRQ�RI�DQRQ\PLW\��,W�ZDV�XQFOHDU��WKH�RIILFLDO�VDLG��ZKHWKHU�WKH�KDFNHUV

ZHUH�IRUHLJQ�RU�GRPHVWLF��RU�ZKDW�WKHLU�PRWLYHV�PLJKW�EH��$%&�1HZV�HDUOLHU�UHSRUWHG�WKDW�PRUH�WKDQ����VWDWHV

ZHUH�WDUJHWHG�

7KH�)%,�ODVW�PRQWK�ZDUQHG�VWDWH�RIILFLDOV�RI�WKH�QHHG�WR�LPSURYH�WKHLU�HOHFWLRQ�VHFXULW\�DIWHU�KDFNHUV�WDUJHWHG

V\VWHPV�LQ�,OOLQRLV�DQG�$UL]RQD��)%,�'LUHFWRU�-DPHV�&RPH\�WROG�ODZPDNHUV�WKLV�ZHHN�WKDW�WKH�DJHQF\�LV�ORRNLQJ

�YHU\��YHU\�KDUG��DW�5XVVLDQ�KDFNHUV�ZKR�PD\�WU\�WR�GLVUXSW�WKH�8�6��HOHFWLRQ�

/DVW�PRQWK��'RQDOG�7UXPS��WKH�*23�QRPLQHH�IRU�SUHVLGHQW��VXJJHVWHG�WKDW�KH�IHDUHG�WKH�JHQHUDO�HOHFWLRQ��LV

JRLQJ�WR�EH�ULJJHG��

7KH�+RPHODQG�6HFXULW\�'HSDUWPHQW�KDV�VWHSSHG�XS�LWV�RXWUHDFK�WR�VWDWHV�DQG�ORFDOLWLHV��EXW�LW�LV�XS�WR�WKHP�WR

DVN�IRU�KHOS��6R�IDU�����VWDWHV�KDYH�H[SUHVVHG�LQWHUHVW�LQ�D�JHQHUDO��F\EHU�K\JLHQH��VFDQ�RI�NH\�ZHEVLWHV�²�DNLQ�WR

HQVXULQJ�WKDW�ZLQGRZV�LQ�D�KRPH�DUH�SURSHUO\�FORVHG��DFFRUGLQJ�WR�DQRWKHU�+RPHODQG�6HFXULW\�RIILFLDO�GLUHFWO\

LQYROYHG�LQ�VHFXULQJ�ORFDO�HOHFWLRQV�ZKR�DOVR�ZDV�QRW�DXWKRUL]HG�WR�VSHDN�SXEOLFO\�DERXW�RQJRLQJ�HIIRUWV�

7KH�)%,�KDV�GHWHFWHG�D�YDULHW\�RI��VFDQQLQJ�DFWLYLWLHV��WKDW�DUH�HDUO\�LQGLFDWLRQV�RI�KDFNLQJ��&RPH\�WROG�WKH

+RXVH�-XGLFLDU\�&RPPLWWHH�WKLV�ZHHN�

7KH�)%,�KHOG�D�FRQIHUHQFH�FDOO�RQ�)ULGD\�ZLWK�WKH�ORFDO�RIILFLDOV�ZKR�UXQ�HOHFWLRQV�LQ�WKH�EDWWOHJURXQG�VWDWH�RI

)ORULGD��0HUHGLWK�%HDWULFH��D�VSRNHVZRPDQ�IRU�6HFUHWDU\�RI�6WDWH�.HQ�'HW]QHU��FDOOHG�LW�DQ��LQIRUPDWLRQDO�FDOO

UHODWHG�WR�HOHFWLRQV�VHFXULW\���EXW�D�SHUVRQ�RQ�WKH�FDOO�ZKR�ZDV�QRW�DXWKRUL]HG�WR�GLVFXVV�LW�DQG�UHTXHVWHG

DQRQ\PLW\�VDLG�DXWKRULWLHV�KDG�VHHQ�HYLGHQFH�RI�VRPHRQH�SURELQJ�D�ORFDO�HOHFWLRQV�ZHEVLWH�

+RPHODQG�6HFXULW\�6HFUHWDU\�-HK�-RKQVRQ�VSRNH�WR�VWDWH�HOHFWLRQ�RIILFLDOV�E\�SKRQH�ODVW�PRQWK��HQFRXUDJLQJ

WKHP�WR�LPSOHPHQW�H[LVWLQJ�WHFKQLFDO�UHFRPPHQGDWLRQV�WR�VHFXUH�WKHLU�HOHFWLRQ�V\VWHPV�DQG�HQVXUH�WKDW

HOHFWURQLF�YRWLQJ�PDFKLQHV�DUH�QRW�FRQQHFWHG�WR�WKH�LQWHUQHW�

'+6�LV�RIIHULQJ�VWDWHV�PRUH�FRPSUHKHQVLYH��RQ�VLWH�ULVN�DQG�YXOQHUDELOLW\�FKHFNV��2QO\�IRXU�VWDWHV�KDYH

H[SUHVVHG�LQWHUHVW�LQ�WKH�DVVHVVPHQW��DQG�EHFDXVH�WKH�HOHFWLRQ�LV�RQO\�ZHHNV�DZD\��WKH�GHSDUWPHQW�ZLOO�OLNHO\

RQO\�EH�DEOH�WR�FRQGXFW�DQ�DVVHVVPHQW�RI�RQH�VWDWH�EHIRUH�(OHFWLRQ�'D\�RQ�1RY�����WKH�RIILFLDO�VDLG�

7ZR�RI�WKH�KDFNLQJ�DWWHPSWV�LQYROYHG�HIIRUWV�WR�PLQH�GDWD�IURP�WKH�$UL]RQD�DQG�,OOLQRLV�YRWHU�UHJLVWUDWLRQ

V\VWHPV��DFFRUGLQJ�WR�.D\�6WLPVRQ��D�VSRNHVZRPDQ�IRU�WKH�1DWLRQDO�$VVRFLDWLRQ�RI�6HFUHWDULHV�RI�6WDWH��6KH

VDLG�LQ�$UL]RQD�D�KDFNHU�WULHG�WR�SUREH�YRWHU�UHJLVWUDWLRQ�GDWD��EXW�QHYHU�LQILOWUDWHG�WKH�V\VWHP��ZKLOH�LQ�,OOLQRLV

KDFNHUV�JRW�LQWR�WKH�V\VWHP��EXW�GLGQ
W�PDQLSXODWH�DQ\�GDWD�
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KWWS���ZZZ�FKLFDJRWULEXQH�FRP�QHZV�QDWLRQZRUOG�FW�KDFNHUV�WDUJHW�HOHFWLRQ�V\VWHPV����������VWRU\�KWPO ���

7KHVH�V\VWHPV�KDYH��QRWKLQJ�WR�GR�ZLWK�YRWH�FDVWLQJ�RU�FRXQWLQJ���6WLPVRQ�VDLG�LQ�DQ�HPDLO���:KLOH�LW�LV

WKHRUHWLFDOO\�SRVVLEOH�WR�GLVUXSW�DQ�HOHFWLRQ�E\�LQILOWUDWLQJ�D�YRWHU�UHJLVWUDWLRQ�V\VWHP��WKHLU�FRPSURPLVH�ZRXOG

QRW�DIIHFW�HOHFWLRQ�UHVXOWV��DQG�WKHUH�DUH�V\VWHP�FRQWUROV�LQ�SODFH�WR�FDWFK�DQ\�IUDXG�

5HS��+HQU\�-RKQVRQ��'�*D���LQWURGXFHG�WZR�ELOOV�HDUOLHU�WKLV�PRQWK�WKDW�ZRXOG�UHTXLUH�YRWLQJ�V\VWHPV�EH

GHVLJQDWHG�DV�FULWLFDO�LQIUDVWUXFWXUH�DQG�OLPLW�SXUFKDVHV�RI�QHZ�YRWLQJ�V\VWHPV�WKDW�GRQ
W�SURYLGH�SDSHU�EDOORWV�

DPRQJ�RWKHU�PHDVXUHV��,W
V�XQOLNHO\�WKH�ELOOV�ZLOO�EH�SDVVHG�EHIRUH�WKH�HOHFWLRQ�

7KH�+RPHODQG�6HFXULW\�'HSDUWPHQW�LV�DOUHDG\�FRQVLGHULQJ�GHVLJQDWLQJ�YRWLQJ�V\VWHPV�DV�FULWLFDO�LQIUDVWUXFWXUH

LQ�WKH�IXWXUH��WKRXJK�LW�LV�XQOLNHO\�WR�KDSSHQ�EHIRUH�WKH�HOHFWLRQ��WKH�VHFRQG�RIILFLDO�VDLG�

$�SUHVLGHQWLDO�GLUHFWLYH�UHOHDVHG�LQ������GHWDLOV����VHFWRUV�WKDW�DUH�FRQVLGHUHG�FULWLFDO�LQIUDVWUXFWXUH��LQFOXGLQJ

HQHUJ\��ILQDQFLDO�VHUYLFHV��KHDOWKFDUH��WUDQVSRUWDWLRQ��IRRG�DQG�DJULFXOWXUH��DQG�FRPPXQLFDWLRQV��7KH

GHVLJQDWLRQ�SODFHV�UHVSRQVLELOLWLHV�RQ�WKH�+RPHODQG�6HFXULW\�VHFUHWDU\�WR�LGHQWLI\�DQG�SULRULWL]H�WKRVH�VHFWRUV�

FRQVLGHULQJ�SK\VLFDO�DQG�F\EHU�WKUHDWV��7KH�VHFUHWDU\�LV�DOVR�UHTXLUHG�WR�FRQGXFW�VHFXULW\�FKHFNV�DQG�SURYLGH

LQIRUPDWLRQ�DERXW�HPHUJLQJ�DQG�LPPLQHQW�WKUHDWV�

$VVRFLDWHG�3UHVV

&RS\ULJKW���������&KLFDJR�7ULEXQH

7KLV�DUWLFOH�LV�UHODWHG�WR��-HK�-RKQVRQ��-DPHV�&RPH\
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���������� 8NUDLQH�HOHFWLRQ�QDUURZO\�DYRLGHG�
ZDQWRQ�GHVWUXFWLRQ
�IURP�KDFNHUV���YLGHR����&60RQLWRU�FRP

KWWS���ZZZ�FVPRQLWRU�FRP�:RUOG�3DVVFRGH�����������8NUDLQH�HOHFWLRQ�QDUURZO\�DYRLGHG�ZDQWRQ�GHVWUXFWLRQ�IURP�KDFNHUV�YLGHR ���

7MTCKPG�GNGEVKQP�PCTTQYN[�CXQKFGF

YCPVQP�FGUVTWEVKQP
�HTQO�JCEMGTU
��XKFGQ�
$�DTC\GP�VJTGG�RTQPIGF�E[DGT�CVVCEM�CICKPUV�NCUV�OQPVJ
U�7MTCKPKCP�RTGUKFGPVKCN
GNGEVKQPU�JCU�UGV�VJG�YQTNF�QP�PQVKEG�Ã�CPF�DGCTU�4WUUKCP�ÒPIGTRTKPVU��UQOG�UC[�

%[�/CTM�&NC[VQP��5VC×�YTKVGT � ,70(����������

$�WKUHH�SURQJHG�ZDYH�RI�F\EHU�DWWDFNV�DLPHG�DW�ZUHFNLQJ�8NUDLQH¶V

SUHVLGHQWLDO�YRWH�±�LQFOXGLQJ�DQ�DWWHPSW�WR�IDNH�FRPSXWHU�YRWH�WRWDOV�±�ZDV

QDUURZO\�GHIHDWHG�E\�JRYHUQPHQW�F\EHU�H[SHUWV��8NUDLQLDQ�RIILFLDOV�VD\�

7KH�VWLOO�OLWWOH�NQRZQ�KDFNV��ZKLFK�VXUIDFHG�0D\��������DSSHDU�WR�EH�DPRQJ

WKH�PRVW�GDQJHURXV�F\EHU�DWWDFNV�\HW�GHSOR\HG�WR�VDERWDJH�D�QDWLRQDO

HOHFWLRQ�±�DQG�D�ZDUQLQJ�VKRW�IRU�IXWXUH�HOHFWLRQV�LQ�WKH�86�DQG�DEURDG�

SROLWLFDO�VFLHQWLVWV�DQG�F\EHU�H[SHUWV�VD\�

1DWLRQDO�HOHFWLRQV�LQ�WKH�1HWKHUODQGV��1RUZD\��DQG�RWKHU�QDWLRQV�KDYH�VHHQ

KDFNHUV�SUREH�,QWHUQHW�WLHG�HOHFWLRQ�V\VWHPV��EXW�QHYHU�ZLWK�VXFK

GHVWUXFWLYH�DEDQGRQ��VDLG�H[SHUWV�PRQLWRULQJ�WKH�8NUDLQH�YRWH�

4GEQOOGPFGF� +QY�OWEJ�FQ�[QW�MPQY�CDQWV�E[DGTUGEWTKV["�6CMG�QWT
SWK\�

³7KLV�LV�WKH�ILUVW�WLPH�ZH¶YH�VHHQ�D�F\EHU�KDFNWLYLVW�RUJDQL]DWLRQ�DFW�LQ�D

PDOLFLRXV�ZD\�RQ�VXFK�D�JUDQG�VFDOH�WR�WU\�WR�ZUHFN�D�QDWLRQDO�HOHFWLRQ�´

/KEJCGN�%��)CTTGNN
2CUUEQFG�(FKVQT�^�/KEJCGN�KU�CP�GFKVQT
CPF�YTKVGT�DCUGF�KP�%QUVQP�

5CTC�5QTEJGT
2CUUEQFG�'GRWV[�(FKVQT�^�5CTC�EQXGTU
UGEWTKV[�CPF�RTKXCE[�RQNKE[�HTQO�'&�

,CEM�'GVUEJ
5VC×�YTKVGT�^�,CEM�KU�VJG�/CTM�&NC[VQP
)GNNQY�KP�&[DGTUGEWTKV[

2CUUEQFG
/QFGTP�ÒGNF�IWKFG�VQ�UGEWTKV[�CPF�RTKXCE[

914.'� ^ 2$55&1'(

2CUUEQFG� ^ �/QPKVQT�%TGCMHCUV� ^ �(SWCN(F

9QTNF � 75$ � &QOOGPVCT[ � %WUKPGUU � (PGTI[���(PXKTQPOGPV � 6GEJPQNQI[ � 5EKGPEG � &WNVWTG � %QQMU � 6CMG�$EVKQP � 5WDUETKDG

5CXG�HQT�NCVGT

'CXKF�/F\KPCTKUJXKNK�4GWVGTU ^ 8KGY�&CRVKQP

$DQWV�VJGUG�CFU

2QRWNCT�0QY

'QGU�VJKU�ETCD�JCXG
VJG�OQUV�ETWUJKPI
ENCYU"

�

��TGEKRGU�HQT�ITGGP
DGCP�ECUUGTQNG�

'QGU�[QWT�FQI
TGOGODGT�YJCV�[QW
FKF"

�

9KVJ�0KMMK�+CNG[�RKEM�
6TWOR�UGPFU�FK×GTGPV
OGUUCIG

�

9J[�+KNNCT[�&NKPVQP
NQUV�VJG�YJKVG
YQOGP
U�XQVG

�

)QNNQY�2CUUEQFG�

2CUUEQFG�EQXGTU�UGEWTKV[�CPF�RTKXCE[�KP�VJG�FKIKVCN
CIG��5KIP�WR�DGNQY�VQ�UVC[�WR�VQ�FCVG�YKVJ�2CUUEQFG
PGYU��EQNWOPKUVU��CPF�WREQOKPI�GXGPVU�4GCF�OQTG
CDQWV�WU�

(�OCKN�CFFTGUU � 5Ø*0�72

.QI�ØP ^ 4GIKUVGT

)4((�(�OCKN�0GYUNGVVGTU



���������� 8NUDLQH�HOHFWLRQ�QDUURZO\�DYRLGHG�
ZDQWRQ�GHVWUXFWLRQ
�IURP�KDFNHUV���YLGHR����&60RQLWRU�FRP

KWWS���ZZZ�FVPRQLWRU�FRP�:RUOG�3DVVFRGH�����������8NUDLQH�HOHFWLRQ�QDUURZO\�DYRLGHG�ZDQWRQ�GHVWUXFWLRQ�IURP�KDFNHUV�YLGHR ���

6(56�;174�-019.('*( ^ +QY�OWEJ�FQ
[QW�MPQY�CDQWV�E[DGTUGEWTKV["�6CMG
QWT�SWK\�

Ø0�2Ø&674(5 ^ �7MTCKPG�����[GCTU�KP���
KOCIGU

8Ø'(1 ^ �7MTCKPG�GNGEVKQP�TGUWNVU

PDOLFLRXV�ZD\�RQ�VXFK�D�JUDQG�VFDOH�WR�WU\�WR�ZUHFN�D�QDWLRQDO�HOHFWLRQ�´

VD\V�-RVHSK�.LQLU\��DQ�,QWHUQHW�YRWLQJ�V\VWHPV�F\EHU�VHFXULW\�H[SHUW��³7R

KDFN�LQ�DQG�GHOHWH�HYHU\WKLQJ�RQ�WKRVH�VHUYHUV�LV�MXVW�SLOODJLQJ��ZDQWRQ

GHVWUXFWLRQ�´

7KDW�ZDQWRQ�GHVWUXFWLRQ�EHJDQ�IRXU�GD\V

DKHDG�RI�WKH�QDWLRQDO�YRWH��ZKHQ�&\EHU%HUNXW�

D�JURXS�RI�SUR�5XVVLD�KDFNHUV��LQILOWUDWHG

8NUDLQH¶V�FHQWUDO�HOHFWLRQ�FRPSXWHUV�DQG

GHOHWHG�NH\�ILOHV��UHQGHULQJ�WKH�YRWH�WDOO\LQJ

V\VWHP�LQRSHUDEOH��7KH�QH[W�GD\��WKH�KDFNHUV

GHFODUHG�WKH\�KDG�³GHVWUR\HG�WKH�FRPSXWHU

QHWZRUN�LQIUDVWUXFWXUH´�IRU�WKH�HOHFWLRQ�

VSLOOLQJ�H�PDLOV�DQG�RWKHU�GRFXPHQWV�RQWR�WKH

ZHE�DV�SURRI�

$�GD\�ODWHU��JRYHUQPHQW�RIILFLDOV�VDLG�WKH

V\VWHP�KDG�EHHQ�UHSDLUHG��UHVWRUHG�IURP

EDFNXSV��DQG�ZDV�UHDG\�WR�JR��%XW�LW�ZDV�MXVW

WKH�EHJLQQLQJ�

2QO\����PLQXWHV�EHIRUH�HOHFWLRQ�UHVXOWV�ZHUH�WR

JR�OLYH�RQ�WHOHYLVLRQ�DW���S�P���6XQGD\��0D\����

D�WHDP�RI�JRYHUQPHQW�F\EHU�H[SHUWV�UHPRYHG�D

³YLUXV´�FRYHUWO\�LQVWDOOHG�RQ�&HQWUDO�(OHFWLRQ

&RPPLVVLRQ�FRPSXWHUV��8NUDLQLDQ�VHFXULW\

RIILFLDOV�VDLG�ODWHU�

,I�LW�KDG�QRW�EHHQ�GLVFRYHUHG�DQG�UHPRYHG��WKH�PDOLFLRXV�VRIWZDUH�ZRXOG

KDYH�SRUWUD\HG�XOWUD�QDWLRQDOLVW�5LJKW�6HFWRU�SDUW\�OHDGHU�'P\WUR�<DURVK

DV�WKH�ZLQQHU�ZLWK����SHUFHQW�RI�WKH�YRWH��LQVWHDG�RI�WKH���SHUFHQW�KH

DFWXDOO\�UHFHLYHG��DQG�3HWUR�3RURVKHQNR��WKH�DFWXDOO\�ZLQQHU�ZLWK�D

PDMRULW\�RI�WKH�YRWH��ZLWK�MXVW����SHUFHQW��8NUDLQH�RIILFLDOV�WROG�UHSRUWHUV

WKH�QH[W�PRUQLQJ�

&XULRXVO\��5XVVLDQ�&KDQQHO�2QH�DLUHG�D�EXOOHWLQ�WKDW�HYHQLQJ�GHFODULQJ�0U�

<DURVK�WKH�YLFWRU�ZLWK����SHUFHQW�RI�WKH�YRWH�RYHU�0U��3RURVKHQNR�ZLWK���

SHUFHQW��8NUDLQH�RIILFLDOV�VDLG�

³2IIHQGHUV�ZHUH�WU\LQJ�E\�PHDQV�RI�SUHYLRXVO\�LQVWDOOHG�VRIWZDUH�WR�IDNH

HOHFWLRQ�UHVXOWV�LQ�WKH�JLYHQ�UHJLRQ�DQG�LQ�VXFK�D�ZD\�WR�GLVFUHGLW�JHQHUDO

UHVXOWV�RI�HOHFWLRQV�RI�WKH�3UHVLGHQW�RI�8NUDLQH�´�WKH�8NUDLQLDQ�6HFXULW\

6HUYLFH��6%8��VDLG�LQ�D�VWDWHPHQW�

6WLOO��WKHUH�ZDV�PRUH�WR�FRPH�

,Q�WKH�ZHH�KRXUV�RI�WKH�PRUQLQJ�DIWHU�SROOV�FORVHG��DV�UHVXOWV�IORZHG�LQ�IURP

8NUDLQLDQ�HOHFWLRQ�GLVWULFWV��,QWHUQHW�OLQNV�IHHGLQJ�WKDW�GDWD�WR�WKH�YRWH�WDOO\

V\VWHP�ZHUH�KLW�ZLWK�D�EDUUDJH�RI�IDNH�GDWD�SDFNHWV�±�NQRZQ�DV�GLVWULEXWHG

GHQLDO�RI�VHUYLFH��''R6��DWWDFNV��6R�IURP�DERXW���WR���D�P��RQ�0D\����

HOHFWLRQ�UHVXOWV�ZHUH�EORFNHG��GHOD\LQJ�WKH�ILQDOO\�WDOO\�XQWLO�WKH�HDUO\

2CWN�)��4QDGTVU
&QTTGURQPFGPV�^�2CWN�EQXGTU�ETKVKECN
KPHTCUVTWEVWTG�CPF�VJG�ØPVGTPGV�QH�6JKPIU�

,CKMWOCT�8KLC[CP
&QTTGURQPFGPV�^�,CKMWOCT�KU�CP�CYCTF�
YKPPKPI�VGEJPQNQI[�TGRQTVGT�

0CF[C�6��%NKUU
&QNWOPKUV�^�0CF[C�FKTGEVU�VJG�*NQDCN
5GEWTKV[�ØPKVKCVKXG�CV�$TK\QPC�5VCVG�7PK���

.QTTKG�)CKVJ�&TCPQT
&QNWOPKUV�^�.QTTKG�KU�EJKGH�VGEJPQNQIKUV�CV
VJG�)GFGTCN�6TCFG�&QOOKUUKQP

'CP�*GGT
&QNWOPKUV�^�'CP�KU�EJKGH�KPHQTOCVKQP
UGEWTKV[�QÕEGT�HQT�ØP�3�6GN�

,CUQP�+GCNG[
&QNWOPKUV�^�5GPKQT�4GUGCTEJ�5EJQNCT�
&QNWODKC�7PKXGTUKV[�5Ø2$

5CUEJC�/GKPTCVJ
&QNWOPKUV�^�5CUEJC�HQWPFGF�VJG�1RGP
6GEJPQNQI[�ØPUVKVWVG�

.[UC�/[GTU
&QNWOPKUV�^�.[UC�/[GTU�KU�C�UGEWTKV[
TGUGCTEJGT�CV�(5(6�

%TWEG�5EJPGKGT
&QNWOPKUV�^�%TWEG�KU�C�PQVGF
ET[RVQITCRJGT�CPF�UGEWTKV[�GZRGTV�

(XCP�5GNKPIGT
&QNWOPKUV�^�(XCP�KU�C�RJKNQUQRJ[
RTQHGUUQT�CV�4QEJGUVGT�ØPUVKVWVG�QH
6GEJPQNQI[�

/GNCPKG�6GRNKPUM[
&QNWOPKUV�^�/GNCPKG�VGCEJGU�KPHQTOCVKQP
RTKXCE[�NCY�CV�$OGTKECP�7PKXGTUKV[�

0KEQNG�9QPI

&QNWOPKUV�^�0KEQNG�UGTXGF�CU�FGRWV[�EJKGH
VGEJPQNQI[�QÕEGT�CV�VJG�9JKVG�+QWUG�

a
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KWWS���ZZZ�FVPRQLWRU�FRP�:RUOG�3DVVFRGH�����������8NUDLQH�HOHFWLRQ�QDUURZO\�DYRLGHG�ZDQWRQ�GHVWUXFWLRQ�IURP�KDFNHUV�YLGHR ���

HOHFWLRQ�UHVXOWV�ZHUH�EORFNHG��GHOD\LQJ�WKH�ILQDOO\�WDOO\�XQWLO�WKH�HDUO\

PRUQLQJ��D�SUHOLPLQDU\�UHSRUW�E\�LQWHUQDWLRQDO�HOHFWLRQ�REVHUYHUV

UHFRXQWHG�

$Q�DQDO\VLV�RI�WKH�''R6�DWWDFN�E\�$UERU�1HWZRUNV��D�%XUOLQJWRQ��0DVV��

F\EHU�VHFXULW\�FRPSDQ\��WLHV�LW�WR�&\EHU%HUNXW�

,Q�WKH�HQG��LQWHUQDWLRQDO�REVHUYHUV�GHFODUHG�8NUDLQH¶V�YRWH�³D�JHQXLQH

HOHFWLRQ�´�%XW�86�UHVHDUFKHUV�VD\�LW¶V�FOHDU�WKDW�8NUDLQH�GRGJHG�D�PDMRU

F\EHU�EXOOHW�

³:H¶YH�VHHQ�YRWH�IUDXG�EHIRUH�LQ�8NUDLQH��LQFOXGLQJ�D�ULJJHG�FRPSXWHU

V\VWHP�LQ������´�VD\V�3HWHU�2UGHVKRRN��D�&DOLIRUQLD�,QVWLWXWH�RI�7HFKQRORJ\

SROLWLFDO�VFLHQWLVW��³%XW�WKLV�ZDVQ¶W�DQ�HIIRUW�WR�VWHDO�WKH�HOHFWLRQ�RXWFRPH��VR

PXFK�DV�WR�VWHDO�WKH�HOHFWLRQ�LWVHOI�±�E\�HQWLUHO\�GLVFUHGLWLQJ�LW�LQ�WKH�H\HV�RI

NH\�VHJPHQWV�RI�WKH�SRSXODWLRQ�LQ�8NUDLQH�DQG�LQ�5XVVLD��WRR�´

:KLOH�LW�ZDV�ZHOO�XQGHUVWRRG�DFURVV�PRVW�RI�8NUDLQH�DQG�LQWHUQDWLRQDOO\

WKDW�WKH�IDU�ULJKW�FDQGLGDWH�<DURVK�KDG�OLWWOH�SROLWLFDO�VXSSRUW��WKH�IDNHG

UHVXOWV�ZRXOG�KDYH�OHQW�FUHGLELOLW\�WR�5XVVLDQ�LQVSLUHG�DFFRXQWV�WKDW�WKH

SRSXODU�UHYROW�ODVW�IDOO�DJDLQVW�WKH�8NUDLQH�JRYHUQPHQW�ZDV�IRPHQWHG�E\

XOWUD�QDWLRQDOLVWV�

³,Q�WKDW�OLJKW��WKH�F\EHU�IDNHU\�ORRNV�LQFUHGLEO\�FOXPV\�IURP�WKH�RXWVLGH

EHFDXVH�QR�RQH�WKHUH�ZRXOG�KDYH�EHOLHYHG�LW�´�'U��2UGHVKRRN�VD\V��³%XW

WKHVH�IDNHG�UHVXOWV�ZHUH�JHDUHG�IRU�D�VSHFLILF�DXGLHQFH�LQ�RUGHU�WR�IHHG�WKH

5XVVLDQ�QDUUDWLYH�WKDW�KDV�FODLPHG�IURP�WKH�VWDUW�WKDW�XOWUD�QDWLRQDOLVWV�DQG

1D]LV�ZHUH�EHKLQG�WKH�UHYROXWLRQ�LQ�8NUDLQH�´

,I�WKH�YLUXV�ZLWK�WKH�IDNHG�FRPSXWHU�UHVXOWV�KDG�QRW�EHHQ�GLVFRYHUHG��LW

ZRXOG�KDYH�IRPHQWHG�XQUHVW�DFURVV�WKH�YRODWLOH�HWKQLF�5XVVLDQ�'RQHWVN

UHJLRQ�QRZ�XQGHU�WKH�VKDGRZ�RI�5XVVLDQ�IRUFHV�RQ�WKH�ERUGHU�ZLWK�8NUDLQH�

KH�VD\V��6XFK�VSXULRXV�UHVXOWV�DOVR�ZRXOG�KDYH�XQGHUPLQHG�WKH�FUHGLELOLW\

RI�WKH�QHZ�8NUDLQH�JRYHUQPHQW�DQG�FRXOG�KDYH�SDYHG�WKH�ZD\�IRU�5XVVLDQ

PLOLWDU\�DFWLRQ��VD\�SROLWLFDO�VFLHQWLVWV�ZKR�PRQLWRU�8NUDLQH�HOHFWLRQV�
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IN THE COMMONWEALTH COURT OF PENNSYLVANIA 

HARRSIBURG, PENNSYLVANIA 

In re: The matter of the 2016 Presidential Election: Docket No:  

         : ELECTION MATTER 

ORDER 

 AND NOW, this _________day of _________________, 2016, upon consideration of 

the within CLASS II ELECTION CONTEST PURSUANT TO 25 P.S.§3291 AND 25 P.S. 

§3351, it is hereby ORDERED: 

1. A Hearing to consider the Petition shall be held on December _____, 2016 commencing 

at ____________ A.M. in Courtroom________________, _______________________, 

Pennsylvania. 

2. Petitioners shall serve a copy of the Petition and this Order on the Secretary of State, 

Pedro Cortes, the Pennsylvania Democratic Party and the Pennsylvania Republican Party 

at their offices in Harrisburg, Pennsylvania and other political parties within 

Pennsylvania. Since time is of the essence in this election matter, service may be 

accomplished by electronic mail to the parties or their counsel. Proof of service shall be 

promptly filed with the Prothonotary. 

3. The Court further designates the sum of $___________________ as the amount of the 

bond (by surety or cash) to be filed by the Petitioners, pursuant to 25 P.S. §3459, with the 

Prothonotary of the Commonwealth Court by December_____, 2016.  

BY THE COURT 

_______________________ 

J. 
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